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Shared Responsibility Model

Meer informatie in het Oracle and KPMG Cloud Threat Report 2020 document:
https://www.oracle.com/cloud/cloud-threat-report/
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https://www.oracle.com/cloud/cloud-threat-report/

The Cloud Security Shared Responsibility Model Varies by Service Type
and Provider

laaS PaaS SaaS

On-Premises (Infrastructure-as-a-Service) (Platform-as-a-Service) (Software-as-a-Service)

User Access/Identity User Access/ldentity User Access/Identity User Access/Identity

Data Data Data Data @ Customer Responsibility

Cloud Service Provider

Application Responsibility

Application Application Application

Guest OS Guest OS Guest OS Guest OS

In the case of laaS, the CSP covers
all physical areas such as data
center access, network and bare
metal, including hypervisors that
virtualize instances. Virtualized
instances, applications, and code
are security areas governed by
the customer.

Virtualization Virtualization Virtualization Virtualization

Network Network Network Network

Infrastructure Infrastructure Infrastructure Infrastructure

Physical Physical

Physical

Physical

Source: Oracle KMPG Shared Responsibility Model
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Shared Responsibility Security Model

1. Cloud Security is a shared responsibility between Customer and Cloud Service Provider (CSP)

2. Oracle Cloud Infrastructure provides best-in-class security technologies and operational processes
to protect enterprise cloud services. However, to safely run workloads on Oracle Cloud
infrastructure, you need to be aware of your security and compliance responsibilities.

3. By design, Oracle provides security of cloud infrastructure and operations (cloud operator access
controls, infrastructure security patching, and so on), and you are responsible for securely
configuring your cloud resources.

4. In a shared, multi-tenant compute environment, Oracle is responsible for the security of the
underlying cloud infrastructure (such as data-center facilities, and hardware and software systems)
and you are responsible for securing your workloads and configuring your services (such as
compute, network, storage, and database) securely.
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Shared Responsibility Security Model

Cloud security consists of the shared responsibility between the customer and CSP (Oracle).

5

Identity and Access Management (IAM)

Workload security
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As with all Oracle cloud services, you should
protect your cloud access credentials and set
up individual user accounts.

You are responsible for managing and
reviewing access for your own employee
accounts and for all activities that occur
under your tenancy.

You are responsible for protecting and
securing the operating system and
application layers of your compute instances
from attacks and compromises.

This protection includes patching
applications and operating systems,
operating system configuration, and
protection against malware and network
attacks

Oracle is responsible for providing effective
IAM services such as identity management,
authentication, authorization, and auditing.

Oracle is responsible for providing secure
images that are hardened and have the
latest patches

Also, Oracle makes it simple for you to bring
the same third-party security solutions that
you use today.




Shared Responsibility Security Model

Cloud security consists of the shared responsibility between the customer and CSP (Oracle).

Data Classification and Compliance *  You are responsible for correctly classifying
and labeling your data and meeting any
compliance obligations.

*  You are responsible for auditing your
solutions to ensure that they meet your
compliance obligations.

Host Infrastructure Security * You are responsible for securely configuring ¢«  Oracle has a shared responsibility with you
and managing your compute (virtual hosts, to ensure that the service is optimally
containers), storage (object, local storage, configured and secured.
block volumes), and platform (database »  This responsibility includes hypervisor
configuration) services security and the configuration of the

permissions and network access controls
required to ensure that hosts can
communicate correctly and that devices are
able to attach or mount the correct storage
devices.
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Shared Responsibility Security Model

Cloud security consists of the shared responsibility between the customer and CSP (Oracle).

Network Security * You are responsible for securely configuring «  Oracle is responsible for providing a secure
network elements such as virtual network infrastructure.
networking, load balancing, DNS, and
gateways

Client and Endpoint Protection *  Your enterprise uses various hardware and

software systems, such as mobile devices
and browsers, to access your cloud
resources.

*  You are responsible for securing all clients
and endpoints that you allow to
access Oracle Cloud Infrastructure services.

Physical security » Oracleis responsible for protecting the
global infrastructure that runs all of the
services offered in Oracle Cloud
Infrastructure. This infrastructure consists of
the hardware, software, networking, and
facilities that run Oracle Cloud
Infrastructure services
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OCI compliance: Current audit programs
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Oracle Data Sate

Data Classification and Compliance
Meer informatie in Whitepaper Secure Critical Data with Oracle Data Safe

https://www.oracle.com/a/otn/docs/otndocument/data_safe_technical_report.pdf
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Announcing: Oracle Data Safe
Autonomous Database | Now even more secure

Security Assessment

= Unified Database Security Control Center

19%

» Security Configuration Assessment 68 m i 3
Risks Medium Risk: 22
* User Risk Assessment
« User Activity Auditing
User Assessment
« Sensitive Data Discovery
« Data Masking 7 4 S onmeee
sers Medium Risk: 2
= Saves time and mitigates security risks Low Risk: 26
= Defense in Depth for all customers
Data Discovery Top § categories

= No special security expertise needed

17%

179‘
17%  Columns

Compensation Data:...
‘ 2k Organization Data: 30
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B Employee Basic Data...
Public Identifiers: 37
W Address: 34
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Why Data Safe?

 Unencrypted data * Security configuration drift

e Security patches not applied  Unmanaged privileged users
* Administrator Snooping « Unaudited users

 Poor Network Isolation « Untracked sensitive data

« Malware / Viruses « Sensitive data in test/dev db

Addressed by Currently

Autonomous Database Customer’s Responsibility
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Delivers a set of essential security services for
securing database configuration, users, and data

Mitigates user, data, configuration risk Assess Users Audit Discover Mask
Addresses customer responsibilities

Requires no special security expertise

Available with Oracle Cloud Database subscription
at No Additional Cost*

Databases in Oracle Cloud
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Oracle Identity Cloud Services

Identity and Access Management
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Journey to Cloud (Hybrid Identity)

Move to Cloud what you want, when you want

~ » Integrated with Oracle Identity Management for

'g B Microsoft SSO, Provisioning and Governance

= S » Extensible Cloud Directory with identity lifecycle
ﬁq_[-;lgcai::gerre:t;irr:ing Apps using Web Gates mana ge me nt

URL protection

» Single Signon with password-less across web and
mobile, SaaS and On-Premises

» Application Gateway for Web Access Management
and Micro-services

Oracle and 34 party SaaS

s

Oracle Access Manager Identity Cloud Service
Oracle Identity Governance

ORACLE

Oracle Identity and Access Management

» Provisioning Bridge and Connectors for bi-

| Modern Web/ Mobile Apps directional integration
« Radius and Pluggable Authn Modules for
G Database/ Compute/ VPN
' S » API Security for modern apps/ APl Gateways
- a = SRla  Adaptive MFA with Risk-scoring based on device,
- v FBUSINESS SUITE location, past behavior and external feeds

ORACLE

PEOPLESOFT ENTERPRISE

Oracle Database Compute  VPN/ WIFI
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Thank you

willem.de.pater@oracle.com
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Our mission is to help people see
data in new ways, discover insights,
unlock endless possibilities.
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