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Authentication Scheme

Show All MName Subscription Settings Source Session Mot Valid Login Processing Post-Logout URL Session St
Name
* -
Name  Facebook Auth 2= @)
* o .
Scheme Type  Social Sign-In v 1 Q2)
Subscription
Reference Master Authentication Scheme From = ¥ Refresh
This is the "master” copy of this authentication scheme.
There are no subscribers to this authentication scheme.
Settings
Credential Store  Facebook v &}
Authentication Provider  Facebook ~ :2:.'
* ) —~
Scope  email )
Authentication URI Parameters :j}

)
A

&
Username Attribute  email



Oracle APEX O
Social Login /\’;

-//www.slideshare.net/msewtz/oracle-apex-social-login

://asktom.oracle.com/pls/apex/f?p=100:551:::NO:RP,55
1:P551 CLASS ID:5861

______

March 7th, 2019 MOdern CIOUd
Development

ORACLE


https://www.slideshare.net/msewtz/oracle-apex-social-login
https://asktom.oracle.com/pls/apex/f?p=100:551:::NO:RP,551:P551_CLASS_ID:5861

@ RESTful Services ' ORDS RESTful Services

v RESTful Data Services ORDS Version  18.4.0.r3541002

Enabled Objects

~ Modules De-Register Schema from ORDS Reset Sample Service
oracle.example.hr

> Privileges Schema Access Metadata Access

v rc:Q Roles

OAuth2 Client Developer
oracle.dbtools.autorest.any.schema

oracle.dbtools.role.autorest.CITIEST

RESTIul Services Access Status Authorization Required
Schema Administrator ENABLED DISABLED

SODA Developer

SQL Developer Modules + > Privileges + > Roles



REST Enabled SQL

REST Enabled SQL

) MName
*
Endpoint URL
Prompt On Install
Authentication Required
Credentials
Session

Initialization Code

Cleanup Code

apex.oracle.com

https://apex.oracle.com/pls/apex/citiest

Yes Mo

Yes

apex.oracle.com



Web Source Module

Show All Web Source Module Subscription Data Profile Operations Authentication Meodule Parame

Web Source Module
- Name My web source [2=] \2,,
* Web Source Type  Simple HTTP b s 'i",
¥ Remote Server  apex-oracle-com-pls-apex v Z \j,'
Base URL  https://apex.oracle.com/pls/apex/
* URL Path Prefix  /citiest/hr/employees \",,
Subscription

This is the "master” copy of this web source module.
No web source modules subscribe to this module.

Data Profile

JSON Table 3 3

Response Format Returns Calumns Visible



(@ eJAaNEN Ask TOM Feedback -2 Sign In

Questions v  Office Hours ~  Resources Vv  About

Held on September 6, 2018 Al Sessions  Your Experts Resources Answers

Web Source Modules / REST Enabled SQL

Watch Product Development team member Carsten Czarski as he demonstrates one of the most exciting new features in APEX 18.1, Web Source
Modules and REST Enabled SQL.

https://asktom.oracle.com/pls/apex/f?p=100:551:::NO:RP,55
1:P551 CLASS 1D:4824

Subscribe to give us feedback and be notified of upcoming sessions!

) Vetsors voli S BORST EDEl DY L P

Later bekijkeén Delen



https://asktom.oracle.com/pls/apex/f?p=100:551:::NO:RP,551:P551_CLASS_ID:4824

APEX Packages for OAuth

OAuth functionality

APEX_AUTHENTICATION Social sign-in

APEX_CREDENTIAL Manage OAuth client credentials

APEX_EXEC Work with remote data sources
via OAuth

APEX_JWT Work with OAuth tokens

APEX_WEB_SERVICES Work with OAuth protected web
services
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Scenario

A person stores pictures in the cloud




User has access to pictures

Username & password, two factor authentication or fingerprint?

User Pictures in the cloud

No reason for OAuth



Third-party application
To edit the pictures

How to give this application access to the pictures?

Application Pictures in the cloud



Option 1: Ask user for
credentials

Application impersonates the user

User credentials exposed to

Q application

Same credentials might be
used elsewhere

Full access for application



Option 2: Developer key

User creates a key in the cloud and adds it in the
application

Cloud won't know who's using

Q the key

Extra tasks for the user

Full access for application



Application

Authorization server

Solution is OAuth 2.0

To deligate authority on user

resources to an application

Pictures in the cloud



D
| I Grant access
—

Resource owner Authorization server

Access service Validate token
Issue token

Client Protected resource



OAuth 2 is about tokens

How to get a token
How to use a token



What is an autho




Authorization Server

e Owner: the organization where the protected resource resides
e The central security authority

e Most complex component in OAuth ecosystem

Each organization with a REST API

protected by OAuth has its own
Authorization Server

Authorization server
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Authorization Server implementations

e Proprietary solutions
e Open source solutions
e Hosted solutions

Oracle REST Data Services is Authorization server
also an Authorization Server
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Tasks for an Authorization Server

e Managing OAuth client registrations
e Authenticate users

e Authorizing clients

e Issuing Tokens

¢ Validating Tokens

Authorization server
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Authorization Server: Register clients

The Authorization Server needs the following
information to register a client

e Grant type (flow type) which will be used
e A redirect URL to return to client after grant by
resource owner

e Scopes (rights on the protected resource)

Demystifying OAuth

Authorization server

24-3-2019
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The client gets its credentials by the authorization server

The client is assigned the following

Attribute Security remarks

client_id Like a username Client may expose this

client_secret Like a password A secret must not be exposed

Only if client has a back-end
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Authorization Server: authenticate users

How to authenticate is not part of OAuth. Could be:

e Username / password
e Two factor

e HTTP Header

e Biometric

e LDAP

Authorization server
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Authorization Server: authorize clients

Fine-grained rights via scopes

e Create, read, update and delete pictures

e Accessible scopes defined on client creation

e Client may ask resource owner to grant on subset
e Resource owner can revoke rights

Authorization server
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Authorization Server: issuing tokens

e Format is not part of OAuth 2.0 specification

e Represents requested client access, resource
owner & scope

e A weak spot of OAuth 2.0

Authorization server
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Authorization Server: validating tokens

e Correct scope to access resource?
e Token not expired?

e No check if token belongs to client Authorization server

T Validate token

Protected resource
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OAuth 2.0 is designed to work. in

different situations



— Client - Server
| A

Resource owner

Access servicel

=L

—

Access data

g

Client Protected resource



System A

Server - Server

3

Acc

< [::1

System B



The client chooses the OAuth flow it wants to use

Am I requesting an access token for the protected resource:

e On behalf of a user? (client — server)
e On behalf of myself as application? (server - server)

Client
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How the user and client communicate

with the authorization server



Front channel communication

via user agent (browser) of resource owner

Resource owner Authorization server



Back channel communication

via back-end of the client

All requests are authenticated using the client_id and client_secret

Client Authorization server






Authorization code flow

The client wants to access protected resources on behalf of the user

Resource owner

Access servcej
Access data — ' |

\ﬁ

B
T o

Client Protected resource
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Authorization code flow

e Most complex flow

e Requires a client back-end
e \Variable scope

e Tree-legged process

Obtain
authorization
code

Authenticate

Obtain

user access token

front channel front channel back channel
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Front channel

Starts application
—

Q

Resource owner Client



Back channel

Do I have an
unexpired access
token for the user?

Client



Back channel

Yes, I have a valid access token

Access data

Client Protected resource

Access token is send as Bearer Authorization header



Back channel

No, I don't have a token

Do I have refresh
token for the user?

Client

A refresh token can be used to get a new access token when the old one is
expired



Back channel

Yes, I have a valid refresh token

Refresh token

Client Authorization server

client_id + client_secret are send as basic authentication header



Back channel

The authorization server validates the
refresh token and returns an access token

—

o o

D

e o

[ ]

.o Access token

Authorization server Client




Back channel

Client uses the valid access token

Client Protected resource

Access token is send as Bearer Authorization header



Front channel

No, I don't have an refresh token

Redirect
resource owner

Client Authorization server

The client_id and scopes are part of the redirect URL



Front channel

Resource owner authenticates

8 EAQ

Resource owner Authorization server

Provide
credentials

—



Front channel

Resource owner authenticates

G Sign in with Google

Signin

to continue to twing.nl

[ Email or phone

Forgot email?

Create account Next



Front channel

Resource owner grants permission to
protected resource

8 — EAQ

Resource owner Authorization server

Approval for
client

—



Front channel

Resource owner grants permission to
protected resource

G Sign in with Google

twing.nl wants to access your
Google Account

o twingdemo@&gmail.com

This will allow twing.nl to:

M Read, compose, send, and permanently delete all @
your email from Gmail



Front channel

Authorization server redirects
back to client with authorization code

Authorization
code

Authorization server Client



Back channel

Client uses authorization code to request
access token

Authorization
code

Client Authorization server

client_id + client_secret are send as basic authentication header



Back channel

Authorization server validates authorization
code and returns access token

—

o o
D
e o
[ ]
Access token
o o +
Refresh token

Authorization server Client




Back channel

Client uses the valid access token

Client Protected resource

Access token is send as Bearer Authorization header






Client credentials flow

The client uses its own credentials to authenticate on the authorization
server.

=L

—

Access data

System A System B
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Client credentials flow

e Most simple flow

e Requires a client back-end

e Only back channel communication
e Predefined scope

e Two-legged process

Authenticate Obtain

client access token
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Back channel

Do I have an
unexpired access

token for the myself?
System A



Back channel

Yes, I have a valid access token

Access data

System A System B

Access token is send as Bearer Authorization header



Back channel

No I don't have an access token

credentials

System A Authorization server

client_id + client_secret are send as basic authentication header



Back channel

Authorization server validates credentials
and returns access token

—

o o

D

e o

[ ]

.o Access token

Authorization server System A



Back channel

Client uses the valid access token

Access data

System A System B

Access token is send as Bearer Authorization header



Why use the client credentials flow instead of basic
authentication?

Because OAuth adds these benefits:

e Access tokens a short lived
e Central security authority
e Standardization
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Implicit flow

The client wants to access protected resources on behalf of the user

Resource owner

Access servcej
Access data — ' |

\ﬁ

B
T o

Client Protected resource
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Implicit flow

e Specific flow for front-end only apps (like Oracle JET)
e Client doesn't get a client_secret

e Only front channel communication

e \Variable scope

e Two-legged process

Authenticate Obtain

user access token
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Front channel

Starts application
—

Q

Resource owner Client



Front channel

Do I have an
unexpired access
token for the user?

Client



Front channel

Yes, I have a valid access token

Client Protected resource

Access token is send as Bearer Authorization header



Front channel

No, I don't have an access token

Redirect
resource owner

Client Authorization server

The client_id and scopes are part of the redirect URL



Front channel

Resource owner authenticates

8 EAQ

Resource owner Authorization server

Provide
credentials

—



Front channel

Resource owner grants permission to
protected resource

8 — EAQ

Resource owner Authorization server

Approval for
client

—



Front channel

Authorization server redirects
back to client with access token

Authorization server Client



Front channel

Client uses the valid access token

Client Protected resource

Access token is send as Bearer Authorization header
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Thank you



Using an external authorization server with ORDS..



D
| I Grant access
—

Resource owner Authorization server

Access service Validate token
Issue token

Client Protected resource



. ]
| I Grant access
—

Resource owner Authorization server Authorization server

Access service Validate token
Issue token

Access data

Client Protected resource



