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Menu

1. Oracle Enterprise Manager Cloud Control – What’s in a name

2. Testing OEM onpremises – Cloud control

3. Testing OEM in Cloud  

4. Future 
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https://www.bnl.gov/phobos/detectors/computing/orant/doc/oem.804/a57699/ch1.htm

Those were the days

Oracle Enterprise 

Manager Concepts 

Guide

Release 1.6.0

Oracle DBA Studio

https://www.bnl.gov/phobos/detectors/computing/orant/doc/oem.804/a57699/ch1.htm
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History Oracle Enterprise Manager

1996 Oracle EM 1

June 2001 Oracle EM 9i

March 2004 Oracle EM 10g Grid Control

June 2010 Oracle EM 11g Grid Control

November 2011 Oracle EM 12c Cloud Control

December 2015 Oracle EM 13c Cloud Control rel 1

July 2018 Oracle EM 13c Cloud Control rel 3



OEM 13C, a single pane of glass



OEM basic architecture
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What to control in the cloud

OEM scope
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Certified Public Clouds by Oracle (IaaS / PaaS)

• IaaS : EC2 - VM 
• DBaaS : RDS

• IaaS : VM

• Bare Metal service
• IaaS : VM
• Database Schema Service
• DBaaS : VM with tooling
• Autonomous
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Cloud Control – OEM extended network

https -
Fastconnect

https –
Direct Connect

https -
ExpressRoute

Domain

Domain

Dedicated, private 
connections:

Oracle - FastConnect
AWS - Direct Connect
MS - ExpressRoute



10.110.100.3

82.5.88.4

Cloud Control – OEM non-extended network

https https https

Domain

Domain

Not in same network-
domain:

‘Hybrid Cloud 
Management’

Not to be found by the 
cloud and vice versa



Cloud Control – ‘Hybrid Cloud Management’

Local fake OMS endpoint

OMS endpoint

Domain

Domain



Cloud Control – Test Oracle Cloud



Cloud Control – Oracle Cloud

Create database

- VM
- DBaaS: Pre-defined Oracle DB 

on a VM
- Autonomous Database



Cloud Control – Oracle Cloud 

Database Express (19c)

SQL> exec 
dbms_xdb_config.sethttpsport(5500);

EM express console may not be 

enabled on version 18c, 12c database 

by default.



Cloud Control : EM Express

https://<ip-number>:5500/em

https://140.86.5.95:5500/em
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Cloud Control - EM Express

• Integrated with the database 

• Monitors single database

• In the cloud

• Agentless

• Less functionality

• No fine grained security



Oracle Cloud DBaaS monitoring

• https://<ip-number>/dbaas_monitor/#/

https://140.86.5.95/dbaas_monitor/#/


Oracle Cloud Autonomous database



Cloud Control – db created

OMS
Oracle Mgmt Service

Repository

Target server

Management 
Agent

HTTP(s)

On-Premises

Hybrid Cloud 
Gateway Agent

DBaaS
DB

Virtual Image

Enterprise 
Manager 12c 

Express

DBaaS 
Monitoring

Autonomous DB
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Cloud Control – Agent preparations

• Convert existing agent (on premise) into Hybrid Cloud Gateway Agent:

#  emcli register_hybridgateway_agent -hybridgateway_agent=‘<agent>:<port>’

• Upload ssh-keys to Enterprise Manager

• Enable network access security rules in the Compute Cloud Service Console to 
allow access. E.g. sqlnet, ssh, ping.



Cloud Control – Deploy Hybrid Cloud 

Agent 

• You can deploy a Hybrid Cloud Agent only on an 

Oracle Linux x86-64 operating system 

• The Hybrid Cloud Gateway Agent is supported on all 

operating systems

On Premises



Cloud Control - Deploying agent -

Root.sh

• Deployed as user Oracle. User OPC has sudo privilege.

• Either set the "oracle.sysman.prov.agentpush.enablePty" property to 
true in property-file on OMS 

or
• Disable the "requiretty" flag in the sudoers file.

• Or ignore the warning and run root.sh manually (OPC)



Cloud Control - deploying agent - 1



Cloud Control - Deploying agent - 2



Cloud Control - Deploying agent - 3



Cloud Control – Oracle Cloud

OMS
Oracle Mgmt Service

Repository

Target server

Management 
Agent

HTTP(s)

On-Premises

Hybrid Cloud 
Gateway Agent

Hybrid Cloud 
Gateway proxy

Hybrid Cloud 
Gateway proxy

Hybrid Cloud 
Agent

HTTP(S)

Hybrid Cloud 
Agent

HTTP(S)

DBaaS
DB

Virtual Image

Enterprise 
Manager 12c 

Express

DBaaS 
Monitoring
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Cloud Control - not supported 

(Hybrid Cloud Management)

Database:

• Database Cloning in Oracle Cloud

• Mgmt of standby databases on Oracle cloud

• Change-management - Data synchronization

EM-agent:

• Manual deployment.

• Sudo and Run As Different User

• Target Relocation.

https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.3.1/emadm/enabling-hybrid-cloud-
management.html#GUID-EF26318D-9E3E-4E68-832B-7F1CF8D8DF1D

https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.3.1/emadm/enabling-hybrid-cloud-management.html#GUID-EF26318D-9E3E-4E68-832B-7F1CF8D8DF1D


Cloud Control - Microsoft Azure



Cloud Control – Azure 

Pushing hybrid cloud agent 

on Virtual Host 

/bin/hostname –d

Azure:             NLQUALJOB2.j7.internal.cloudapp.net
Oracle cloud:    trialpaas2.compute-nlqualholdjob.oraclecloud.internal



Cloud Control – Azure unsupported action

• Result Virtual Image Azure: 

But: with some adjustments at hosts file you can push an agent on Azure! 



• /u01/app/oracle/product/oms/sysman/prov/agentpush/ agentpush.properties: 

oracle.sysman.prov.agentpush.jschValidations= [OPCHostNameCheck:false]

→ Not enough. 

Local deployment (in the cloud):

/u01/app/oracle/product/agent/ADATMP_2016-05-26_15-43-42-
PM/agentDeploy.sh AGENT_BASE_DIR=/u01/app/oracle/product/agent -
softwareOnly -force -ignorePrereqs AGENT_MODE=PAAS

Cloud Control – Azure unsupported action



How – Amazon



Amazon AWS Database

• RDS has no SSH – access !!



Cloud Control - Amazon supports EM

Management 
Agent 
Version

Oracle 19c Oracle 18c Oracle 12c 
version 12.2

Oracle 12c 
version 12.1

Oracle 11g

13.3.0.0.v2 Supported Supported Supported Supported Supported

13.3.0.0.v1 Supported Supported Supported Supported Supported

13.2.0.0.v3 Supported Supported Supported Supported Supported

13.2.0.0.v2 Supported Supported Supported Supported Supported

13.2.0.0.v1 Supported Supported Supported Supported Supported

13.1.0.0.v1 Supported Supported Supported Supported Supported

12.1.0.5.v1 Not supported Supported Supported Supported Supported

12.1.0.4.v1 Not supported Supported Supported Supported Supported

AWS supports EM agent ! (but no hybrid cloud management)
Add the OEM_AGENT option to an option group, and configure the option settings.
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Cloud Control - Amazon EM

Restrictions:

• Job execution and database patching, that require host 
credentials – not supported

• Autodiscovery is not supported.

• “Host metrics and the process list are not guaranteed to 
reflect the actual system state”



Cloud Control - AWS CloudWatch



Cloud Control - Amazon EM/CloudWatch



Cloud Control - AWS Plugin for OEM13c

“ Have questions about this plugin? Oracle does not support this Plug-
in, but community support is provided via the Oracle Enterprise 
Manager OTN Forum “

• Monitor EBS, EC2 and RDS instances on Amazon Web Services

• Gather performance metrics and configuration details for AWS instances

• Raise alerts and violations based on thresholds set on monitoring

• Generate reports based on the gathered data

https://forums.oracle.com/forums/forum.jspa?forumID=220


Cloud Control - AWS: Activate Plugin



Cloud Control - Amazon EMCLI

Add Amazon RDS target: 

→ emcli add_target \ -name="" \ -

type="AmazonRDSService" ………..

→ emcli set_monitoring_credential \ -

set_name="AWSKeyCredentialSet" …………………

→ emcli set_monitoring_credential \ -

set_name="SSLTrustStoreCredentialSet" \ ………………..



Amazon EM/Cloudwatch
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OEM in the cloudThe ‘App’ :
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OEM ‘app’ in the cloud
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OEM ‘app’ in the cloud

Request is done in 2 minutes.

In 22 minutes: Working OEM 13c !!

(and scalable)

https://www.jobacle.nl/?p=2532 https://www.jobacle.nl/?p=2622

https://www.jobacle.nl/?p=2532
https://www.jobacle.nl/?p=2622
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OEM / autonomous db

Oracle Enterprise Manager only supports the Autonomous Transaction 

Processing – Dedicated database.

https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-

control/13.3.1/emadb/monitoring-and-administration-tasks.html

https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.3.1/emadb/monitoring-and-administration-tasks.html
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OEM / Autonomous database

Oracle Enterprise Manager  – plug-in:

(Oracle Cloud Infrastructure Marketplace or on-premises)

Optimize customer-managed components

• Manage users,schema,roles,space,etc.
• Diagnose and improve application-level SQL logic
• Lifecycle operations like service-instantiation, 

termination, scale-up/down etc., orchestrated via cloud-
native API’s

• Monitor with automatic anomaly detection
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4 - Future
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Wim Coekaerts: https://www.youtube.com/watch?v=Fw39MF0eaas

https://www.youtube.com/watch?v=Fw39MF0eaas


Future – Grafana plug-in
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Quickly create custom EM dashboards

• Out-of-the-box integration with EM schema
• Execture SQL via REST API
• Sample EM dashboards

Federate multiple EM’s into a single view

• Easily pull data from multiple EM instances 
• Combine EM and third-party data sources



Grafana
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Future – Grafana plug-in
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Future - OEM mobile app
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OEM mobile app documentation

22-12-2019Ruimte voor voettekst59



Future – Mobile app – source: Oracle
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Know exactly what’s going on, anywhere
• Enterprise Summary
• Proactive mobile notification
• Access multiple EM’s

Reduce mean-time-to-repair with beter team collaboration 
and efficiency
• Take actions – assign, suppress, annotate or ascalate
• Mobile share 



Wrap up

• EM on-premise and Hybrid Cloud Management – works fine, but only 

Oracle Cloud

• EM ‘app’ : great way to start

• EM will have a long lifecycle

• EM not multi-cloud for now - concentrated on Oracle Cloud / 

Cloud@Customer

• Overlap for Enterprise Manager (more Analytics) and Oracle Management 

Cloud (EM repository) - two different products

• EM concentrated on Oracle databases … and middleware?

• Architecture not equipped for serverless – Grafana 1st step ?
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