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Transfer Solutions

W
W
W

nat do we do
nat kind of customers

nat kind of services
Consulting
Application development

Remote support
On premise
Hosting
Cloud support
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Cloud Computing!

We used the Oracle Cloud — Classic for different customers
Basic setup with VCN, firewall rules and some servers

Problems:
We had to click everything
Who made these changes?
OCI Web Interface keeps changing
Different customer...different setup...
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OCI Gen2 Cloud

With the OCI we wanted a template architecture for customers
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Terraform

Terraform is an opensource tool provided by Hashicorp that allows
you to create Infrastructure as Code
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Terraform challenge

How did | start with Terraform
Read documentation and watched Youtube video’s

Try some things with the Oracle examples from github
https://qithub.com/terraform-providers/terraform-provider-oci

Mission to create the template completely with Terraform
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https://github.com/terraform-providers/terraform-provider-oci

Terraform challenge

| created code like this

resource "oci_core_subnet" “DMZAD1"

availability domain = "%{lookup data.oci_identity availability domains.ADs.availability domains 1 ,"name™ }"
cidr_block = "18.233.251.8/24"

display name = "DMZAD1"

compartment id = "${var.compartment_ocid}"

ven_id = "${oci_core virtual network.Transfer VCN.id}"

route table id = "${oci_core route table.RouteforDMZ.id}"

security list ids = ["$ oci _core security list.DMZ DEFAULT.id ","% oci core security list.DMZAD1.id "]
dhcp_options_id = "%{oci_core_virtual network.Transfer_ VCN.default dhcp options_id}"

dns_label = "DMZAD1"
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Terraform challenge

| created code like this

resource "oci_core_subnet" “DMZAD1"

availability domain = "$%${lookup data.oci_identity availability domains.ADs.availability domains @& ,"name™ }"
cidr_block = "18.233.251.6/24"

display_ name = "DMZAD1"

compartment_id = "%{var.compartment_ocid}"

ven_id = "%${oci_core_virtual network.Transfer VCN.id}"

route table id = "%${oci_core_route_table.RouteforDMZ.id}"

security list ids = ["$/oci_core_security list.DMZ DEFAULT.id}","$ oci_core security list.DMZAD1.id "
dhcp _options _id = "%{oci_core_virtual network.Transfer VCN.default dhcp options_id}"

dns_label = "DMZAD1"
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Terraform challenge

| got everything working and my files looked like this...

Mame Date modified Type Size

M_wl application_server] tf 2-3-2019 10:19 TF File 2 KB
M_wl database_serverl tf 10-5-2019 1046 TF File 3 KB
Mj lcadbalancer-ota tf 2-3-2019 10:19 TF File 7 KB
M_wl lcadbalancer-prd.tf 0-3-2019 10:33 TF File KB
Mj cutput.tf 4-4-201% 13:39 TF File 1 KB
M_wl prod.tfstate 10-5-2019 10:57 TFSTATE File 310 KB
M_wl provider.tf 13-3-2019 10:13 TF File 1 KB
Mj service_gateway.tf 4-4-2019 14:35 TF File 2 KB
M_wl terraform.tfstate 13-5-2019 10:13 TFSTATE File 0 KB
|j terraform. tfstate.backup 13-5-2019 10:13 BACELP File 310 KB
Mj variables.tf 2-5-2019 10:22 TF File 1KE
M_wl VCN.if 3-11-2019 1624 TF File 30 KB
MjUPN.ﬁ 8-3-201914:14 TF File 4 KB
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Terraform challenge

Versioning
Language
Modules

Naming convention
State files

Sensitive iInformation

Do 1%
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Terraform Versioning

Terraform

GIT

Visual Studio Code

m Git Graph

m Git Lens

m Terraform

m Bracket Pair Colorizer 2
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Terraform modules

Separate implementation from configuration
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Terraform modules

Terraform base sources

~ terraform_base

~ Infrastructuur

w OCl
~ |00_modules

Budgets
Database
FileStorage
[AM
Linux

Loadbalancer

b T T

Tags
» mod_seclist
"y outputs.if
@ readme.md
e ventf
" VPNt

# VCN parameters

variable
variable
variable

variable
variable

type =

"VCHN-PARAMS" - type = map(string)
"VCHN-DEFINED-TAGS™ | type = map(string)
"VCN-FREEFORM-TAGS" | type = map(string)

"VCN-SUBNETS"

"VCN-SECLISTS™

map(list object |
protocol
cidr block
min_port
max_port
stateless

type = map(string)

string
string
number
number
bool
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Terraform modules

Terraform base source

~ terraform_base

~ Infrastructuur

w OCl
~ |00_modules

Budgets
Database
FileStorage
[AM
Linux

Loadbalancer

b T T

Tags
» mod_seclist
"y outputs.if
@ readme.md
e ventf
" VPNt

# Create| resources
resource "ocl core

cidr block
compartment id
display name
dns_ label
defined tags
freeform tags
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_virtual network™ "WCN"

var.
var.
var.
VCN-PARAMS . VCN-DNS

var

var.
var.

VCN-PARAMS .VCN-CIDR
compartment ocid
VCN-PARAMS . VCN-NAME

VCN-DEFINED-TAGS
VCN-FREEFORM-TAGS




Terraform modules

Terraform base source — count

~ terraform_base

resource "ocl core ipsec” "MyIPSECs"
~ Infrastructuur — —

R #Required
v 100 modules count = var.VPMN-PARAMS.use-vpn == 0 ? © : length(var.VPN-CPE-LIST)
3 gﬁgmg compartment id = var.compartment ocid
% Database cpe id = ocl core cpe.MyCPEs.*.1d| count.index|
> FileStorage drg id = ocl core drg.MyDRG.1id
> 1AM static routes = var.VPN-CPE-ROUTE-LIST|count.index|
> Linux
» Loadbalancer
# Tags

» mod_seclist
"y outputs.if
@ readme.md
e ventf
" VPNt
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Terraform modules

Terraform base source — dynamic blocks

~ terraform_base

v Infrastructuur # Add Route rules for VPN

v O] dynamic "route rules” |
« 100 modules for_each = var.VPN-PARAMS.use-vpn == 9 ? : flatten var.VPN-CPE-ROUTE-LIST
2 Budgets conteni.: .
destination = route rules.value
» Database i ] S ]
i network entity id = ocl core drg.MyDRG.1id
> FileStorage - - - -
> 1AM :
2 Linux '
» Loadbalancer
# Tags

» mod_seclist
"y outputs.if
@ readme.md
e ventf
" VPNt

© WWW.TRANSFER-SOLUTIONS.COM



Terraform modules

Terraform base source — submodules

~ terraform_base

# DMZ
~ Infrastructuur ’ .
~ OC] module SL DMZ DEFAULT
~ |00_modules source =
> Budgets sl compartment ocid =
» Database SL-YCN-ID =
i r:ifmge SL-DISPLAY-NAME -
. SL-VCN-SECLISTS =
# Linux
» Loadbalancer SL-VPM-SECLISTS =
» Tags SL-DEFINED-TAGS =
SL-FREEFORM-TAGS =

» mod_seclist
"y outputs.if
@ readme.md
e ventf
" VPNt
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"./mod seclist”
var.compartment ocid

ocl core virtual network.VCN.1d
"DMZ_DEFAULT"

var.VCN-SECLISTS
var.VPN-SECLISTS
var.VCN-DEFINED-TAGS
var.VCN-FREEFORM-TAGS




Terraform modules

Terraform customer configuration

module “wvcn” ~ terraform_base
~ Infrastructuur
source = "git::https://<our-git-repo>/terraform_base.git v OCl
//Infrastructuur/0CI/I60_modules/VCN ~ 100_modules

?ref=dev 3x" Budgets
Database

FileStorage

»

»
compartment ocid var.compartment ocid ?
VCN-PARAMS = var.VCN-PARAMS > 1AM
VCN-DEFIMED-TAGS var.VCN-DEFINED-TAGS > Linux
VCN-FREEFORM-TAGS var .VCHN-FREEFORM-TAGS ?
>

Loadbalancer

VCHN-SUBNETS = var.VCHN-SUBNETS Tags
VCN-SECLISTS = var.VCN-5ECLISTS
VPHN-SECLISTS = var.VPN-SECLISTS > mod_seclist
VPN-PARAMS = var.VPN-PARAMS ¥ outputs.tf
VPHN-CPE-LIST = var.VPN-CPE-LIST ® read:ﬁe.mcl

e venit

VPN-CPE-ROUTE-LIST var.VPN-CPE-ROUTE-LIST

"2 VPN
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Terraform customer configuration

# Network environment parameters
variable "VCN-PARAMS"

type = map(string)

default = |
VCN-CIDR = "10.233.0.08/16"
VCN-DNS = "klant” # Max 15 characters, no hyphens or underscores !
VCN-NAME = "COMPLETE_VCN"
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Terraform customer configuration

# All subnets are regional subnets.

variable "VCN-SUBNETS"
type = map(string)
default = |
DMZ PROD PUBLIC
DMZ_OTA PUBLIC
DMZ PROD _PRIVATE
DMZ OTA PRIVATE

"10.233.250.8/24" # DMZ subnets in the 250 range
"18.233.251.8/24"
"10.233.252.8/24"
"10.233.253.8/24"

L1 PROD = "10.233.109.0/24" # L1 subnets: range 18 and up
L1 OTA = "19.233.11.8/24"
L2 PROD = "10.233.20.8/24" # L2 subnets: range 20 and up
L2 OTA = "18.233.21.8/24"
L3 PROD = "10.233.30.8/24" # L3 subnets: range 3@ and up

L3 OTA = "18.233.31.8/24"

-I-\.
J

© WWW.TRANSFER-SOLUTIONS.COM



Terraform customer configuration

variable "VCN-SECLISTS™
type = map(listiobject {

protocol = string
cidr _block = string
min_port = number
max_port = number
stateless = bool
1))
default = |

#

# Outbound rules for ALL subnets

#

ALL_DEFAULT E

= | # Default rule : allow outbound traffic within the VCN|. min port = @ => all ports!
protocol = "6", cidr_block = "108.233.08.0/16", min_port = @, max_port = @0, stateless = false
# Specific rules for internet traffic
,  protocol = "6", cidr block = "@.8.0.0/8", min_port = 53, max _port = 53, stateless = false
, protocol = "17", cidr_block = "8.0.8.8/8", min_port = 123, max port = 123, stateless = false
, protocol = "6", cidr_block = "8.0.8.8/8", min _port = 25, max port = 25, stateless = false
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Terraform naming conventions

webserver-cluster
:j var.tf

[ outputs.tf

:j main.tf

[ 7] outputs. tf
[ main.tf

Figure 3-5. File layout for the web server cluster code

© Terraform up and running - Yevgeniy Brikman
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~ terraform_oci_template_klant
Doc

I00_modules

101_admin

105 _base

110_dev

[20 test

[30 _acc

[35_ota

R N N Y " Y e

v [40_prod
> terraform ‘h

> userdata

1) readme.md

"¥* template-prd-app1201.tf
"¥* template-prd-db1301.tf

"¥* template-prd-fs1.tf

"+ template-prd-lb1-pub.tf

"¥* template-prd-web1101.tf
'Y template-prd-web1102.tf




Terraform naming conventions

v terraform_oci_template_klant
2> Doc

Single compartment

[I00_modules
> [01_admin

Multiple state files

. ) > 110_dev

State Is leading ! > 120_test
> 130 _acc
» 135 ota
~ [40_prod

> userdata

¥ provider.tf

@ readme.md

"¥* template-prd-app1201.itf
¥ template-prd-db1301.if

"¥* template-prd-fs1.tf

'¥* template-prd-lb1-pub.tf

¥ template-prd-web1101.tf
¥ template-prd-web1102.tf
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Terraform state files

State files stored in OCI object storage for a customer
Create local backup copy using rclone

# Remote state

terraform
backend "s3" |
bucket = "terraform template klant”
key = "base.tfstate”
region = "eu-frankfurt-1"
endpoint = "https://<our-object-storage>.objectstorage.eu-frankfurt-1.oraclecloud.com”
skip region validation = true
skip credentials validation = true
skip metadata api check = true
force path style = true
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Terraform sensitive information

No sensitive information in GIT
Private keys
DB Admin passwords

# Klant gegevens
export TF VAR klantnaam=Template Klant
export TF_VAR tenancy ocid=ocidl.tenancy.

Environment script

export TF_VAR user_ ocid=ocidl.user.

SeCU ”ty SC” pt export TF_VAR fingerprint=8a:31

export TF_VAR region=eu-frankfurt-1
export TF_VAR compartment ocid=ocidl.compartment.ocl..aaaaaa

# export TF_VAR private key path= (Security keys script)
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> OPEN EDITORS
W GIT
v terraform_oci_template_klant
> Doc
' » 100_modules
» [01_admin
v |05_base
L " modules.tf
. “¥* outputs.tf
Nyg " provider.tf
(L readme.md
*»* variables VPN.tf

&/ *2* variables.tf

¥ provider.tf

i) readme.md

"3 template-prd-app1201.tf
*¥* template=prd-db1301.tf
*¥* template-prd-fs1.tf

Ui bamanlatnened A amo b H

2> OUTLINE

Pdevix & ®O0AO0 GitGraph



Terraform conclusion

Our problems have been solved

We had to click everything = everything is done with terraform
Who made these changes? - everything is in git

OCI Web Interface keeps changing - only used for viewing, not editing
Different customer...different setup...—> just change some variables
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Terraform lessons learned

Terraform and OCI is a DevOps thing
A Developer for the modules
An Engineer who knows what to build and why
An Operator to handle the daily issues and small changes

Terraform code is subject to continuous change:
Improvements
alignment with OCI

Hiring external expertise prevented us to make basic mistakes
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