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About Me ...

. TH TECHNOLOGY — Oracle Consulting Services, APEX Focus

- Mechanical/SW Engineer - Analyzed, designed, developed,
converted, upgraded, enhanced legacy & Oracle database applications
for 30+ Years

- Web/APEX applications for Govt, Medical, Engineering, Fisheries
since HTMLDB

- ODTUG Vice President, Editor Emeritus, Technical Journal
- APress Author

- Oracle ACE Director a ODTMG
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#StaySafe
#StayVigilant

#Vaccinate
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About You ...

- APEX Experience?
- APEX Versions?
- Grid Experience?

- JavaScript Experts’
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Know Your Tool

I
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Use Your Tool

\ L
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What is Oracle APEX?

Oracle Application Express (APEX) is a low-code development platform
that enables you to build scalable, secure enterprise apps, with world-
class features, that can be deployed anywhere.

APEX: Validations @thtechnology 10/4/2021
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“Low Code” vs No Code

- Generate 100%
- No Code

- Generate then Customize
- Low Code
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Let APEX \X/ork For You

- Wizards
- App, Page, Form/Report, Master/Detail ...

- Layout, Templates
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Know Your Version

- Read the
Release Notes

» Things Change!
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Home  Simple ltem Validations -~ Data Valid Message  Custom Client-Side Validations ~ Client-Side Only ~ Improved Messages  Interactive Grid

Simple Item Validations

up to APEX 20.2

Simple Server-Side and Client-Side Validations

Reset

apex.page.validate m DA Submit Page J5 apex.submit J5 apex.pag-i__-.'l.l:mit validate=true

¥ Basic ltem Validation

Text (Required Declarative) * Text {Required Template} * Text (Mot Required)
[ 1

Please fill out this figld. *

Mote

Number Minimum/Maximum Validation hits on Sulb|

MNumber * n Mumber (Mot Required, Min, Max Set)

Please fill out this figld. Pleaze fill out this fisld.

Select List *

s
4 -
Select from the Select List - or not - to show the validation behavior -
o ts world
Please select an item in the lizt. : rremtir i
29 &'30, 2021 LIVE!
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5 errors have occurred

Home  Simple ltem Validations - Data Valid Message  Custom Client-Side Validations  Client-Side Only * Text (Required Dedarative) must have some value.

A LAl \REULUIITEW TETTIEHCLE

* Mumber must have some value.

Simple I[tem Validations APEX 21 1 + « Number (Required, Min, Max Set). must have some value,
. .

Select List must have some value,

Simple Server-Side and Client-Side Validations

Reset

apex.page.validate m DA Submit Page JS apex.submit JS apex.page.submit validate=true

¥ Basic ltem Validation

Text (Required Declarative) * Text (Required Template) * Text (Not Required)

Text {Required Declarative) must h

Text (Required Template) must h

MNoter

Mumber Minimum/Maximum Validation hits on Submit (Server]), not Client

Mumber * Mumber [Required, Min, Max Set} * Mumber [Not Required, Min, Max Set]

Mumber must h & value MNurnber {Required, Min, Max Set) must have some value

Select List *

Select from the Select List - or not - to show the validation behavior / —
Select List must have some value ld

21 LIVE!
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Validations

- Client, Server, Database
« Cover All Fronts

« Know How APEX Does Validations
- Version to Version

Developer Responsibility

\ L
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Why Validate?

Data Quality

J
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\X/hy Validate?

- Data Quality
- Prevent SQL Injection

- User Experience
- Faster Response for User
- Preserve Client State

\ L
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\Where Validate?

1. Database Use Your Database!
- Data Types >
e : 2
- Constraints

Consider: a Flag Column
Y/N? Y/N/NULL? 1/0? Yes/No?
CHAR(1) and Check Constraint?

N L7
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\X/here Validate?

1. Database Use Your Databasel!
- Data Types >
A Keys l\l/

- Constraints %

2. Server — On Submit
3. Client — Upon Entry

\ L
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APEX Architecture

Client

Server (APEX)

Database

from apex.oracle.com/platform/architecture

\ e
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YW HE A \AdPEDG varhglations?

Data Checks In Your APEX App
- Page Item

- Page (Multiple Page Items)

- Column

- Row (Multiple Columns)

\ L
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APEX Client-Side Validation
- Compatibility Mode 5.1+

"... buttons where the Execute Validations attribute is set to Yes also perform
some client-side validations (such as item required checks) and will not
submit the page until all issues are fixed”

e
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Home  Simple ltem Validations -~ Data Valid Message  Custom Client-Side Validations ~ Client-Side Only ~ Improved Messages  Interactive Grid

Simple Item Validations

up to APEX 20.2

Simple Server-Side and Client-Side Validations

Reset

apex.page.validate m DA Submit Page J5 apex.submit J5 apex.pag-i__-.'l.l:mit validate=true

¥ Basic ltem Validation

Text (Required Declarative) * Text {Required Template} * Text (Mot Required)
[ 1

Please fill out this figld. *

Mote

Number Minimum/Maximum Validation hits on Sulb|

MNumber * n Mumber (Mot Required, Min, Max Set)

Please fill out this figld. Pleaze fill out this fisld.

Select List *

s
4 -
Select from the Select List - or not - to show the validation behavior -
o ts world
Please select an item in the lizt. : rremtir i
29 &'30, 2021 LIVE!
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5 errors have occurred

Home  Simple ltem Validations - Data Valid Message  Custom Client-Side Validations  Client-Side Only * Text (Required Dedarative) must have some value.

A LAl \REULUIITEW TETTIEHCLE

* Mumber must have some value.

Simple I[tem Validations APEX 21 1 + « Number (Required, Min, Max Set). must have some value,
. .

Select List must have some value,

Simple Server-Side and Client-Side Validations

Reset

apex.page.validate m DA Submit Page JS apex.submit JS apex.page.submit validate=true

¥ Basic ltem Validation

Text (Required Declarative) * Text (Required Template) * Text (Not Required)

Text {Required Declarative) must h

Text (Required Template) must h

MNoter

Mumber Minimum/Maximum Validation hits on Submit (Server]), not Client

Mumber * Mumber [Required, Min, Max Set} * Mumber [Not Required, Min, Max Set]

Mumber must h & value MNurnber {Required, Min, Max Set) must have some value

Select List *

Select from the Select List - or not - to show the validation behavior / —
Select List must have some value ld
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Validation / Validity JS APIs

- apex.page.validate

- apex.page.submit( {validate:true;});
- apex.page.confirm( {validate:true;})

- apex.item getValidity
- apex.item.setCustomValidity
» apex.message

\ L
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Demo:
Very Simple Item
Validations

Let's Take a Look ...

N L7

- a'péksworld
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Lots of Validation Options

- Example: “Required”
- Value Required Attribute (Client)
- Required Template (Client|
- Iltem Not Null VValidation (Server)
- Dynamic Action, JS (Client)

Use Simplest (Declarative) First

\ L

2 -
- a'péksworld
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\X/here You Validate Matters

- Client Side
- Feedback Before Submit
- A Few Declarative Settings
» Dynamic Actions

- Server Side
- Feedback After Submit
- Lots of Declarative Options

Use Both!

N L7
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How You Submit Matters

- Submit Do Not
- Dynamic Action = Submit Page = < Fire
. apex.submit() Client
apex.page.submit ({validate:true;}) >lde
MR : - D_ff' ' APEX 21.1
now the Difference __, . it oy
Be Consistent LOOK
Don’t Leave Holes the same

\ e

- a'péksworld
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How You Say It Matters

- Default Error Messages

- data-valid-message

- setCustomValidity

- apex.message
Be Informative
Be Consistent!

N L7
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\X’here You Say It Matters

- Inline
- Inline and Notification EASIERw 21.11111
- Notification
- Error Page sttt [—————
Be Informative

Be Consistent!

N L7
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Declarative
Validations

Do It Declaratively First ...

\ L
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Declarative Validations (Easy) Stuff...

- Item Types

- Text, Number, Date Picker
« Minimum, Maximum, Format

- Select List, Popup LOV, Shuttle, Radio Group

» Text Subtypes
- Email
- Phone
- URL

N L7

- a'péksworld
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Use the Declarative (Easy) Stuff...

- Value Required

- Templates
- Required
- Optional

- SubTypes
- More Work Required ...

N L7

- apéksworld
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OoGY

Text *

]
da ta -va l l d-m es Sa uirec: Please enter all apha characters, not special characters or numbers

Email Subtype *

Enter a valid email address
o S( O I | ( r a A wvalid email address is required, format eamail*st.mm

Custom Error |

Enter a valid phone number

M essa ge avalid phone number is required, format 999-595-9959
URL Subtype *
- Instead of
Enter a valid URL
llP'ease fi I I in You gotta enter a valid URL: http://something.something
*
< ' > ” MNumber
value-.

Please enter a number between 10 and 3000, pretty please,

Select List *
L
/ pd

-
rld

- . . Select an employee name. o LIVE!

APEX Validate Your Validations @thtechnology 10/4/2021 41 !

Select from the Select List - or not - to show the validation behavior
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Use Conditions to Control \X’hen ...

- Validations — (Server Side)
- Server Side Conditions
- Client Side Conditions

» Dynamic Actions (Client Side)
- Server Side Conditions
- Client Side Conditions

\ e

- a'péksworld
September 29 &30, 2021 EI\;’I:!
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Server-Side
Validations

Our Standard APEX Validations ...

\ L
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Server Side Validations

« Fire On Submit
- |F all Client Side Validations are OK

- Many Declarative Types
- Many Declarative Conditions

\ L
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- a'péksworld
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Creating a Server-Side Validation

- Simple Page
Iltem

- Many
Validation
Types!

APEX Validate Your Validations @thtechnology

Validation
Editable Region
Type

€) PLSOL Expressio

Always Execute

Errar

€) Error Message

Display Location

Associated Hem

Select

PLACL Expression

Fiows returned

Mo Rows returned

S0l Expression

PL/S0OL Expression

PLSS0OL Ermar

PLAOL Function Body {returning Boolean]
FL/S0L Function {reburning Errar Teot)
ltemn is NOT MULL

Item is NOT MULL or aera

ltem is NOT zena

Item contains o spaces

ltemn i alpharumesic

ltem is numeric

liem i lic clate

Item is a valid timestamg

ltem = Value

Item != vakue

ltem is comtamed in Valee

Item is NOT contained in Walwe

ltemn contains only characters specified in Value

b

N

nline with Field and in Motfication

Pz TEXT

Server-side Condition



- Use Declarative
Types First

- PLSQL
Expression,
Function, etc.
Last

APEX Validate Your Validations @thtechnology

Validation
Editable Region
Type

€) PLSOL Expressio

Always Execute

Errar

€) Error Message

Display Location

Associated Hem

TH TECHNOLOGY

Creating a Server-Side Validation

Select b

PLACL Expression v

Fiows returned

Mo Rows returned

S0l Expression

PL/S0OL Expression

PLSS0OL Ermar

PLAOL Function Body {returning Boolean]
FL/S0L Function {reburning Errar Teot)
ltemn is NOT MULL

Item is NOT MULL or aera

ltem is NOT zena

Item contains o spaces

ltemn i alpharumesic

ltem is numeric
licl clate
Item is a valid timestamg

liemis aw

ltem = Value

Item != vakue

ltem is comtamed in Valee

Item is NOT contained in Valus

ltemn contains only characters specified in Value

nline with Field and in Motfication

Pz TEXT A

Server-side Condition

b

N
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Validation Conditions

- Server-Side, When Button Pressed
- Server-Side, Condition
- Client Side, JS Expression

Use The Conditions!
-> Simplify Your Validation Code

\ L

2 -
- a'péksworld
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Use The Validation Attributes

- Sequence

- Editable Region (If Validating Item in
a Grid)

- Type
- Always Execute

\ L
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- a'péksworld
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Validation: Error Attributes

» Error Message — Your Consistent Error Message

- Display Location

- In
. In
« In

ine w Field and In Notification
ine w Field
ine in Notification

+ On Error Page

- Associated Item

\ s

- a'péksworld
September 29 &30, 2021 EI\;’I:!
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Client-Side
Validations

via Declarative Settings and
Dynamic Actions ...

\ L
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- a'péksworld
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Client Side Validations

- Declarative
- Required
- HTML5

» Dynamic Action
- Execute JavaScript

\ ed

- -
- a'péksworld
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Validate via Dynamic Actions

- On Change vs. On Lose Focus
- VS Your Requirements

- Use Conditions on the Dynamic
Actions

\ L

- -
- a'péksworld
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Improve the
Message

Use the JS APIs to Tailor the
Message and Be Consistent

N L7

- a'péksworld
September 29 &30, 2021 LIVE!
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This is the

Part You
Improve the "7 _ .

MESSHQE* Have To Do

Use the JS APIs to Tailor the aS ©f APEX
Client-Side Message to 21.1
Look Like the Server Side Message

(Be Consistent)

N L7

- a'péksworld
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Use the Documented JS APIs

- apex.oracle.com/api -> JavasScript
APIs
- apex.item
- apex.message
- apex.model
- Interactive Grid APIs

\ L
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Example JS Validate

var textitem = apex.item(this.triggeringElement.id},

2 errors = [], 1

3 alphanum = /*[8-93-z4A-Z]1+%/; < apex'ltem

< val = textitem.getValue();

5

& // Perform Validation: Check if alphanumeric

7 if (wal.length > @ && wval.match{alphanum) ) {

8 textitem.node.setCustomValidity(""); // valid

9 1 else {
18 textitem.node. setCustomValidity (" Invalid"}; // rely on data-valid-message attribute to give a message
11| }
Ll
13 // Raise/clear errors based on validity I
14 if (!textitem.getValidity().walid) {
15 errors.push({
16 message: textitem.getValidationMessage(),
17 location: "inline™,
18 pageltem: textitem.id
19 1
28 apex.message.showErrors(errors);
21} else {
22 apex.message.clearErrors (textitem.id); '.,///.'
23} tks world
24 APEX Validations: Both Sides Now 10/4/2021 56 ar 29 &'30,?521 LIVE!
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Example JS Validate

var textitem = apex.item(this.triggeringElement.id),

2 errors = [],

3 alphanum = /~[@-9a-zA-7]4%/;

4 val = textitem.getValue();

5 -

& // Perform Validation: Check if alphanumeric apex'ltem
7 if (val.length > @ B& val.match{alphanum) )} { - = g=

B textitem.node.setCustomValidity(""); // valid Y Valldlty
9 } else {
18 textitem.node.setCustomValidity(“Invalid™); // rely on data-valid-p#<sage attribute to give a message
11 }
12
13 // Raisefclear errors based on validity I
14 if (ltextitem.getValidity().walid) {
15 errors.push(q{

o

message: textitem.getValidationMessage(),
location: "inline",

H

18 pageltem: textitem.id
19 1)
20 apex.message.showErrors(errors);
21} else {
22 apex.message.clearErrors(textitem.id); . Ny
— - 2 -
23} péks world
24 APEX Validations: Both Sides Now 10/4/2021 57 nber 29 &30, 2021 LIVE!
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Example JS Validate

var textitem = apex.item(this.triggeringElement.id),

2 errors = [],

3 alphanum = /~[@-9a-zA-7]+%/;

< val = textitem.getValue();

5

6 /f Perform Validation: Check if alphanumeric

7 if (val.length > 2 B& val.match{alphanum) )} {

B textitem.node.setCustomValidity(""); // valid

9 } oelse {

18 textitem.node . setCustomValidity(“Invalid™); // rely on data-valid-message attribute to give a message

1 }

13 | // Raise/clear errors based on validity I

14 if (ltextitem.getValidity().walid) {

15 errors.pushi{

16 message: textitem.getValidationMessage(),

17 location: "inline™,

18 pageltem: textitem.id apex'message for the

19 1)i I -

28 apex.message.showErrors (errors); ¢ unlform message format

21| } else {

22 apex.message.clearErrors(textitem.id); . e
23| 1} péks world
24 APEX Validations: Both Sides Now 10/4/2021 58 mber 20:4'30, 2021 LIVE!
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Validation In
Interactive Grids

Apply the Same Server-Side/Client
Side Strategy ...

\ ed
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- a'péksworld
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In General

« Each Column Is An Item

- Validations and Dynamic Actions
Work the Same as Page Items

. :COLUMN_NAME Bind Reference
The Same Stuff Applies!

\ e

- a'péksworld
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Grid Validation - EName
- EName Must Be Alpha

tatic 1D
55 Classes =

ustom Attributes  pattern=""[-A-Z a-z']*$" data-valid-message="Employee name is required, and must be all alph: | *=
Jse As Row C)

{feader

&  Custom Message

N L7

- apeéksworld
tember 29 &'30, 2021 LIVE!
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WValidation

- - o Editable Regi Validations hd >
Example Grid Validation ... . -
4 PL/SOL Expression 4]

(] Server—Side :5AL BETWEEN 188 AND 2808

Salary Between oo (I
100 and 2000 N,

Error Message 2]
HOOLUMN_HEADER# must be between 188 and
2868 .

Display Location Inline with Field and in Mo~
Associated Column SAL W

APEX Validate Your Validations @thtechnology ’ 10/4/2021 62
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Client-Side Grid Validation - Item

- Dynamic Action
- On Change

- SAL Sequence
~ Validations
validate Salary When

~ Dynamic Actions Event

Client - Dynamic - Validate Salary

w  True

Selection Type

4« Region

| Execute JavaScript Code
Column(s)

False

10

Change
Column(s)
Validations

SAL
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Grid Validation - Salary
- Client-Side Salary Betw 100 and 3000

var sal = apex.item('salary'),
num = sal.getValue();
if ( num !== ""

L ka

4 &% (parseFloat(num) != num || num < 18@ || num > 38@8)) {

5 // this msg only used if there is no HTML

6 //data-valid-message attribute on the column

7 sal.node.setCustomValidity("Salary must be between 188 and 3@88"),;
8 f else {

g sal.node.setCustomValidity(""); // clear the error
18 }

2 -
world
©'30, 2021 LIVE!
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Grid Validation — Dyn Action Salary
- Salary Betw 100 and 3000

1 war sal = apex.item('salary')},
2 num = sal.getValue();
5 if ( pum !==""

&% (parseFloat(num) != num || num < 188 || num > 3@@@)) {
[/ this msg only used if there is no HTML

L5 I =

f/data-valid-message attribute on the column

sal.node.setCustomValidity("Salary must be between 188 and 3888");
+ else {

sal.node.setCustomValidity(""); // clear the error

W 0 o=

5

I

/7
ks world
iber 29 &30, 2021 tl\i’E!
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Demo:
Interactive Grid
Validations

Basic Interactive Grid Validations

N L7

- a'péksworld
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Validation

Editable Region Validations W >
Grid Validation - Comm  weses -« =
PL/5QL Expression 7'1__|

o Server_Side _ ROW Ig::msizg:m) BETWEEN @.1*TO NUMBER(:SAL) AND

At Least10% of Salary ......
and Not > Salary

Error Message 7'1__|

#COLUMN_HEADER# must be at least 18% of Salary, and cannot
be greater than the employee's salary.

Display Location Inline with Field and in Notification hl

Associated Column COMM hd

APEX Validate Your Validations @thtechnology 10/4/2021 67
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Grid Validation — Client Side -Row

- Dynamic Action

- On Change
- Execute JavaScript

o COMM k

~ Validations
Validate Commission
w Dynamic Actions
w Client - Dynamic - Validate Commission
v True
Execute JavaScript Code

APEX Validate Your Validations @thtechnologyF alse 10/4/2021

I
N Vs
- apeksworld
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Grid Validation — DA - Commission
» 10% Sal < Commission < Salary

var comm = apex.item{"commission"),
sal = apex.item("salary"),
numComm = comm.getValue(), // same as $v("static id")
numsal = sal.getValue();

it ( numComm !== "" &&
HpaPSEFlﬂat(numDmnm] != numComm || numComm < @.1%*numSal || numComm > numSal)) {
/f this message used iff no _data-valid-message attribute on the column item
cnmm.nnde.5etCu5tomUalidity§[EummiSSiun must be at least 18% of Salary, and cannot be more than
} else {
comm.node .setCustomValidity(""); // clear the error

h

~ v /S —
- apéksworld
APEX Validate Your Validations @thtechnology 10/4/2021 69 September 29 &30, 2021 LIVE!
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\X’hy Did My Grid Validation Not Fire?

- Grid Validation Settings
- Created and Modified Rows
- All Submitted Rows

Server-side Condition

When Button

- Select - W
Pressed

“Submitted R !
u m' e OWS 4 Execution chpe For Created and Modified Rows b

.. NOtAllRows -
Get Submitted!

Security

AN S
- a'péksworld
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General Validation
Strategy

Cover All the Bases ...

\ L
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General Data Validation Strategy

- Have a Data Model
- Use Keys
- Use Constraints

- Be Consistent !
- Same Checks
- Same Informative Messages
- Help Gives Same Messages

\ e
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General APEX Validation Strategy

- Do It Declaratively First
- Create Server Side
- Create Client Side

- Be Consistent !
- Same Validations
- Same Informative Messages
- Help Gives Same Messages

\ e
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That's A Lot of
\X/ork!

There’s a Plugin for That ...

\ L
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United Codes
Plugins Pro

Validations Plugin

N L7

- a'péksworld
September 29 &30, 2021 LIVE!




TH TECHNOLOGY

More Validations == More Testing

- Check for Requirements
- Is All Validated That Should Be?

- Check Everything Fires When It Should
- Validation Holes?

- Check User Experience

\Sad
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Validations ~ Summary

» Database Design — Final Data Check
- Server Side - Final App Check
- Client Side — Immediate Feedback
Take The Time to
Secure All Fronts!

\ L
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Some APEX
Validations
Homework ...

I
AN Ve
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APEX Validations ~ Homework

« References - Know \Xhat Fires

When and Why
- Sample DB App

_ - Adjust the Samples
» Sample Grids App For Your

. 1G Cookbook Requirements

- Grids — Learn the
APIs

N L7

- apéksworld
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Standardize

Stay Sane
KKeep Your Users Happy

N L7
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Know Your Tool
Use Your Tool

I
AN Ve
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Know How APEX
Does Validations

Version to Version

I
N\ i
- a'péksworld
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Questions?
Thank You

Karen Cannell

kcannell@thtechnology.com
@thtechnology

Email for Demo App & Slides
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Validations Resources

- Oracle APEX Documentation

https://docs.oracle.com/en/database/oracle/application-
express/20.2/htmdb/validating-user-input-in-forms.html#GUID-8BA8 1 FD 5-
E138-494D-9F8E-35D5A370E31A

- APEX21.1 New Features
- J Snyders, Client Side Validation
https://hardlikesoftware.com/weblog/2017/05/10/apex-client-side-validation/
- M Mulvaney Client Side Validation
https://explorer.co.uk/client-side-validations/
« M Mulvaney Grid Validations

https://explorer.co.uk/the-numerous-options-for-apex-18-1-interactive-
grid-validations/
- Translate Client Side Messages

http://apexbyg.blogspot.com/2017/02/apex-5 1-translate-htmli5-client- N L7
side.html - a'péks world
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https://docs.oracle.com/en/database/oracle/application-express/20.2/htmdb/validating-user-input-in-forms.html#GUID-8BA81FD5-E138-494D-9F8E-35D5A370E31A
https://hardlikesoftware.com/weblog/2017/05/10/apex-client-side-validation/
https://explorer.co.uk/client-side-validations/
https://explorer.co.uk/the-numerous-options-for-apex-18-1-interactive-grid-validations/
http://apexbyg.blogspot.com/2017/02/apex-51-translate-html5-client-side.html
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\X/here to Put JS Files

- https://www.talkapex.com/2017/01
/how-to-reference-javsscript-and-css-
files-for-entire-application/js-
storage.gif
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For Demo Application:

https://github.com/thtechnology/
APEX\X/orildValidations

kcannell@thtechnology.com
@thtechnology
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