
Patching in OCI

to patch 
or 

not to patch



Introduction

• Jeroen Gouma

• Cloud consultant @ AMIS

• OCI architect



Considerations when patching

• Minimal 2x each year (4x is preferred)

• Patch with minimal downtime for business application

• SE no dataguard

• EE and up dataguard included (requires 24x7 a 2nd host)

• Bonus: Cloud infra = disposable hardware (pay per use)
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Standard patching database in OCI (via webinterface)

• Db-system

• Execute precheck: 11 minutes 

• Execute patch: > 45 minutes downtime

• CDB

• Execute precheck: 10 minutes

• Execute patch: > 45 minutes downtime

• Total downtime database > 90 minutes

4To patch or not to patch



Main differences

> 1,5-hour downtime of the 

database

Fallback scenario is the 

restore of the backup
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☺Downtime of the database is limited to < 1 

hour

☺Ultimate fallback scenario (old environment 

remains 100% intact)

☺Testing the complete procedure without 

business impact (more predictable)

Traditional patching Patching using refreshable clone



The new patching high level:

• Provision new database system on the correct version

• Configure DB-system and Operating system

• Clone the PDB

• Complete synchronization (start downtime) < 5 minutes

• Validate completeness 5 minutes

• Open new PDB 5 minutes

• Execute datapatch 20 minutes

• Execute utlrp 15 minutes

• Modify database links, tnsnames.ora etc. < 5 minutes

• Back in business (end downtime)
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Starting situation

7To patch or not to patch

Database System 19.16

Application 

server



Step 1a Preparation
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- Provision new DB-system
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Step 1b Preparation
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- Configure new DB-system

- Scripts on OS

- CDB specific configuration

- Etc. etc.
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Step 2a Prepare database clone
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- Set global_name on false
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Step 2b Prepare database clone
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- SQL-net connection to source environment 

(tnsnames.ora, routing etc.) :
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- Create specific clone user in source CDB



Step 2c Prepare database clone
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- Create database-link
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Step 2d Prepare database clone
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- Remove PDB in target CDB
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Step 3 Create database clone
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- Start clone process from SQL-Plus 

(in screen!!!)
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Step 4 Monitor the refresh process
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- Monitor via alert log
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Step 5a Start migration
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- Stop the usage of source database 

(stop applications or similar)
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Step 5b Start migration
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- Stop clone process 

(implicit last refresh executed)
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- Job queue processes to 0 (CDB & PDB)



Step 6 Validate data completeness (starting in version 21)
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- Open pdb in readonly mode

- “Select count(*) from” on most important tables- “Select count(*) from” on most important tables



Step 7 Job queue processes
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- Open nieuwe pdb (restricted mode)

- Job queue processes to 0 (CDB & PDB)



Step 8 Execute datapatch
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Step 9a Execute UTLRP
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Step 9b Check PDB PLUGIN VIOLATIONS
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Step 10 Final tasks

23To patch or not to patch

- (Central) tnsnames.ora

- Incoming database links

- Other connections

- Job queue processes
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Step 11 Database available again
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- Restart application usage

- Back in business
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Lessons learned

• Infrastructure as code (Terraform)

• Configuration as code (Ansible)

• Rman might clean archive.log files required by the refresh process

• Partial archive.log files might fill up the FRA

• Plugin violations

• Wallets and their locations

• Check, check, double check.
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