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Introduction AMIS|==

Rl
> _WHO

* Jeroen Gouma

e Cloud consultant @ AMIS

* OCI architect

CONCLUSION BUSINESS DONE DIFFERENTLY



Considerations when patching AMIS|==

Minimal 2x each year (4x is preferred)

Patch with minimal downtime for business application

- SE no dataguard «/’“‘F-
EE andup dataguard included (requires 24x7 a 2" host) ' 4

Bonus: Cloud infra = disposable hardware (pay per use)
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Standard patching database in OCI (via webinterface) AMIS =

* Db-system

« Execute precheck: 11 minutes

» Execute patch: > 45 minutes downtime
- CDB

« Execute precheck: 10 minutes

« Execute patch: > 45 minutes downtime

 Total downtime database > 90 minutes
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Main differences MIS =

Traditional patching Patching using refreshable clone
®> 1,5-hour downtime of the © Downtime of the database is limited to < 1
database hour
®Fallback scenario is the © Ultimate fallback scenario (old environment
restore of the backup remains 100% intact)

© Testing the complete procedure without
business impact (more predictable)
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The new patching high level: AMIS e

« Provision new database system on the correct version
» Configure DB-system and Operating system
« Clone the PDB

« Complete synchronization (start downtime) < 5 minutes
 Validate completeness 5 minutes
« Open new PDB 5 minutes
« Execute datapatch 20 minutes
« Execute utlrp 15 minutes
» Modify database links, tnsnames.ora etc. < 5 minutes
« Back in business (end downtime)
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Starting situation AMIS [

Application
server

ORACLE

PATCH UPDATE

Database System 19.16

9.0 - Production
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Step la Preparation AMIS e

Application
server

Database System 19.16 Database System 19.17

- Provision new DB-system

~-1% sglplus / as

9.8 - Production on Thu Nov 24 13:19

Version 1

Copyright (c) 1982, 2022, Oracle. All rights reserved.

0 Data 19c Standard Edition 2 Release 19.0.0.0.0 - Production
Version 2.8

sq= i
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Step 1b Preparation AMIS|==

Application
server

E

Database System 19.16 Database System 19.17

- Configure new DB-system
- Scripts on OS
- CDB specific configuration
- Etc. etc.
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Step 2a Prepare database clone AMIS ==

Application
server

Database System 19.16 Database System 19.17

- Set global_name on false

System altered.

SQL> show parameter global_name
TYPE VALUE

boolean FALSE
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Step 2b Prepare database clone

Application
server

Database System 19.16

- Create specific clone user in source CDB

SQL=> CREATE USER c##remote_clone_user IDENTIFIED BY "GEheim@l!!" CONTAINER=ALL;
User created.

SQL=> GRANT CREATE SESSION, CREATE PLUGGABLE DATABASE TO c##remote_clone_user CONTAINER=ALL ;

AM I S ‘ CONCLUSION
——

Database System 19.17

- SQL-net connection to source environment
(thsnames.ora, routing etc.) :

0TOCOL = TCP) (HOST = host1916.private.amis.oracleven.com) [PORT = 1521))

|I:L.|:l
(SERVICE_NAME = cdbl916_fraldw.private.amis.oracleven.com)
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Step 2c Prepare database clone AMIS ==

Application
server

Database System 19.16 Database System 19.17

- Create database-link

SQL= CREATE DATABASE LINK clone_link CONNECT TO c##remote_clone_user IDENTIFIED BY "GEheim@l!!" USING | 'CDB1916°';

Database link created.

ate from dual@clone_link;

24-NOV-22

saL= i
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Step 2d Prepare database clone AMIS|==

Application
server

Database System 19.16 Database System 19.17

-  Remove PDB in target CDB

SQL> alter pluggable database pdb1917 close;
Pluggable database altered.

SQL= drop pluggable database pdb1917 incldisg datafiles;

Pluggable database dropped.

5QL> show pdbs
CON_ID CON_NAME OPEN MODE RESTRICTED

READ ONLY NO
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Step 3 Create database clone AMIS ==

Application
server

Database System 19.16 Database System 19.17

- Start clone process from SQL-Plus
(in screen!!!)
SQL= CREATE PLUGGABLE DATABASE PDB1917 FROM PDB1916@CLONE_LINK KEYSTORE IDENTIFIED BY "WElkom__ 123" REFRESH MODE EVERY 5 MINUTES;

Pluggable database created.

sqL= i
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Step 4 Monitor the refresh process AMIS|==

Application
server

Database System 19.16 Database System 19.17

- Monitor via alert log

&C'Zé 11- z-—lTl :15.168714+00:00
ble database refresh
Q9+00:00
y for pdb 4099 from SCN 2924124 to ¢ 2824274

DB1916_FRA1DW/foreign_archivelog/PDB1916/2022_11 24/01_mf_1_15 kqyxy3kb_.arc,los
) :Med1 Recover

DB1916_FRA1DW/foreign_archivelog/PDB1916,/2022_11 24/0l_mf_1_15 kqyxy3kb_.arc

e 2924274 time 11/24/2022 14
. pe
PDB1917(3) :Me 3 3 mp'l ete (cdb1917)
PDE1917(3) :Completed: alter pluggable database refresh
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Step 5a Start migration AMIS e

Application
server

Stop the usage of source database
(stop applications or similar)

Database System 19.16 Database System 19.17
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Step 5b Start migration

Application
server

AM I S ‘ CONCLUSION
——

Database System 19.16

- Job queue processes to 0 (CDB & PDB)

22-11-24T14:067:
ter pluggabl
22-11-24T14:

stem altere PDB1917(3):

tem altered. PoBLoLte)
PDB1917(3) :Autotune

em set job_queue proce

Database System 19.17

- Stop clone process
(implicit last refresh executed)

3+80:80
pdb1817 refresh mode none
]
do opening
L1 sGA, old value 8x8, new value 8x18
of unde retention is turned on.

SQL= alter s ion set container=pdb1916; PDB1917(3) :Undo initializa ' E L y fail 071541 end:4671544 diff:3 ms (0.0 seconds)

PDB1917(3):
. PDB1917(3): 1
ion altered. PDB1917(3):
PDB1917(3):
popi1ol7(3) .0
PDB1917(3):
PDB1917(3)
em altered. PDB1917(3)
2022-11-2
PDB1917(3) :Buffer
PDB1917(3) :Buffer C
Completed: alter pl

SQL=> alter system set job_queue proce

CONCLUSION BUSINESS DONE DIFFERE

171577 diff: 37 ms (0.0 seconds

end: 4071594 diff: 17 ms (8.8 seconds)
5 (8.1 seconds)

> PDB1917 pseude closing
: requesting stop
equence tem (4871661497).

patch or notto patch | 17



Step 6 Validate data completeness (starting in version 21) AMISZ=

Application
server

E

Database System 19.16 Database System 19.17

- Open pdb in readonly mode
- “Select count(*) from” on most important tables =) -  “Select count(*) from” on most important tables
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Step 7 Job queue processes

Database System 19.16

CONCLUSION BUSINESS DONE DIFFERENTLY

AM I S ‘ CONCLUSION
/
Application

server

Database System 19.17

- Open nieuwe pdb (restricted mode)
- Job queue processes to 0 (CDB & PDB)

sqL= alter pluggable database pdb1917 open;

Warning: PDB altered with e

SQL= alter system set job_queue_process

System altered.
lter on set container=pdb1917;
on altered.
> alter system set job_queue_proce
altered.
w parameter job_queus

ueue_proc
L> exit

nnected from Oracle Database 19c Standard Edition 2 Rele

integer

_HOME/OPatch/datapatch -verbose
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Step 8 Execute datapatch AMIS|==

Application
server

[oracle@host1917 ~ RACLE_HOME/OPatch/datapatch
SQL Patching tool version 19.17.0.8.08 Production on Wed Nov 38 15:39:13 2022
Copyright (c) 2012, 2822, Oracle. All rights reserved.

Log file for this invocation: fu@l/app/oracle/cfgtoollogs/sqlpatch/sgqlpatch_

Connecting to database...OK
Gathering database info...

Database System 19.17

Installing patches... _
Patch installation complete. Total patches installed: 3

Validating logfiles...done
Patch 340952;0 rollback (pdb PDB1917):
fapp/oracle/cfgtoollogs 9q1patch,340959?0 '24803071/34086870_rollback_CDB1917_PDB1917_2022Nov30_15_ 39 48.log (no errors
3 apply (pdb PDB1917): SUCCE
01l/app/oracle/cfgtoollo 5q1patch,34410443,z40 2075734419443 apply CDE1917 PDB1917_2022Nov38 15 3

Patch 34411846 apply (pdb PDB1917): SU
logfile: sfudl/app/oracle/cfgtoollogs 9qlpatchf34411846{2491?919;34411846_apply_uDB19lT_PDB191T_2@22N0v3@_15_39_59.log T

Automatic recompilation incomplete; run utlrp.sql to revalidate.
PDBEs: PDB1917

SQL Patching tool complete on Wed Nov 30 15:41:08 2022
[oracle@host1917 ~1s
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Step 9a Execute UTLRP MG oo

torac{e@ﬂas£19i7-iis sqlplus / as sysdba; PL/SQL procedure successfully completed.

: Release 10.0.0.0.8 - Production on Mon Dec 5 09:53:38 2022
9.17.0.0.0

Copyright (c) 1982, 2022, Oracle. All rights reserved. COMP_TIMESTAMP UTLRP_END 2022-12-05 09:36:41

The following query reports the number of invalid objects.
Connected to:

Oracle Database 19¢ Standard Edition 2 Release 19.0.0.0.0 - Production

ataba If the number 1s higher than expected, please examine the er
Version 19.17.0.0.0

messages reported with each object (using SHOW ERRORS) to see 1f they
| 3 _ ) point to system mlsconflguratlon or resource constraints that must be
SQLy alter session set container=pdbl917; fixed before attempting to recompile these objects.

Ssession altered.

SQL: @$ORACLE_HOME/rdbms/admin/utlrp.sql

Session altered.

The following query reports the number of exceptions caught during

recompilation. If this number is non-zero, please guery the err

messages in the table UTL_RECOMP_ERRORS to see if any of these e

are due to misconfiguration or resource constraints that must be

fixed before objects can compile successfully.

Note: Typical compilation errors (due to coding errors) are not
logged into this table: they go into DBA_ERRORS instead.

COMP_TIMESTAMP UTLRP_BGN 2022-12-05 B9:53:50

Function created. RORS DURING RECOMPILATION

PL/SQL procedure successfully completed.

Function dropped.

PL/SQL procedure successfully completed.
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Step 9b Check PDB PLUGIN VIOLATIONS

date), name,cause,type,m

NAME CAUSE

OPTION

sSQL Patch
SQL Patch

24-NOV-22 PDB1917 Parameter

CONCLUSION BUSINESS DONE DIFF

WARNING

ge,status,action from PDB_PLUG_IN_VIOLA

MESSAGE STATUS
RESOLVED
VM RELEASE UPDA RESOLVED

TE: 19.17 . B 3 46)): Installed in the
CDB but not 1in

'19.17.0.0.0 Release Update 220924224 5 5 Ll RESOLVED
ed 1n the CDB but no rel
in the PDB

PENDING

AM I S ‘ CONCLUSION
——

11 datapatch to install in the PDB or the CDB

1 datapatch te install in the PDB or the CDB

lease check the parameter in the current CDB




Step 10 Final tasks

Database System 19.16

CONCLUSION

BUSINESS DONE DIFFERENTLY

Application
server

Database System 19.17

(Central) thsnames.ora
Incoming database links
Other connections

Job queue processes

AM I S ‘ CONCLUSION
——
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Step 11 Database available again AMIS|==

Application
server
Database System 19.16 Database System 19.17

- Restart application usage

- Back in business 4 \
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Lessons learned AMISE
* Infrastructure as code (Terraform)

» Configuration as code (Ansible)

« Rman might clean archive.log files required by the refresh process

- Partial archive.log files might fill up the FRA

 Plugin violations

« Wallets and their locations

* Check, check, double check.
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