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Problem

ORA-01691: unable to extend lob segment
SCHEME.SYS_LOBXXXXXSS
by 8192 n tablespace SCHEME_DATA




LOB segments

seg.segment_name

lob.owner

lob.table name

lob.column_name

round(bytes/1024/1024/1024, 2) gigabytes

dba_segments seg

dba lobs lob lob.segment _name = seg.segment_name
gigabytes
i+ SEGMENT_NAME |{: ownER |{} TABLE_NAME |{} COLUMN_NAME |{; cIGABYTES
1 5YS_LOBO000205414C0000355 - VO_DOCS B_DATA 46.21
2 SEGNAME - o GEN_DOCUMENTS BLOB_CONTENT 23.61
3 5YS_LOBO0000Z7545C0001745% Mide WWV_FLOW_FILE OBJECTSS BLOB_CONTENT 10.14
4 SYS_LOBO000318288C0000355 S PW_DOCS B_DATA 7.67




BLOB in DB?

ADVANTAGES DISADVANTAGES
« Easy implementation « Storage requirements
« Data files

* Integrity enforced |
* Archivelogs

* Back-ups

 Price

« Maintenance (fragmentation, ...)




Flle system?

» Possibility to mount a file system
» Create Oracle directory

» Create a back-up strategy

=> Same problems as BLOB in db




Cloud providers

ORACLE ObJeCt StOTage
awsS ..
\./‘7

A AzZure Blob Storage




What 1s object
storage’




QOracle's definttion

Object Storage service 1s an internet-scale, high-
performance storage platform that offers reliable
and cost-efficient data durability. The Object
Storage service can store an unlimited amount
of unstructured data of any content type.

=> \We store your files for a small price.




Architecture

Compartment

Namespace

A A
%bj eg



Create bucket

Bucket MName

buckett

Default Storage Tier
© standard
Archive

The default storage tier for a bucket can only be specified during creafion. Once sef. you cannct change the storage tier in which a bucket resides. Learn more about storage fiers

Enable Auto-Tiering

Automatically move infrequently accessed objects from the Standard tier to less expensive storage. Learn more

Enable Object Versioning

Create an object version when a naw object is uploaded, an existing object is overwritten, or when an object is deleted. Learn more

Emit Object Events

Create automation based on object state changes using the Events Service.

Uncommitted Multipart Uploads Cleanup

Create a lifecycle rule to automatically delete uncommitted multipart uploads clder than 7 days. Leam more

Encryption
[« ] Encrypt using Oracle managed Keys
Leaves all encryption-related matters fo Oracle.

Encrypt using customer-managed keys
Requires a valid key from a vault that you have access to. Learn more

Tags
Add tags to organize your resources. VYWhat can | do with tagging?

Tag namespace Tag key Tag value

<
>

None (add a free-form tag)

Add tag

cae




Bucket

Object Storage » Bucket Details

You are using approximately 20.3 MiB of the 20 GiB limit of free combined Cbject Storage and Archive Storage. Uparade to use unlimited storage. Show details.

bucket1

Edit Visibility Move Resource Re-encrypt Add tags

Bucket Information Tags

General Features

Namespace: = Default Storage Tier: Standard

Visibility: Private

Compartment: robinversirepen

Created: Sun, Mar 12, 2023, 23-16:06 UTC =LA LU B B UED 20 2l T s ]l

ETag: sk kol i inviy o Auto-Tiering: @ Disabled Edit (i)

OCID: =" m L= Emit Object Events: & Disabled Edit @
Object Versioning: @ Disabled Edit (©)

Usage

Approximate Object Count: 1 objects @

Approximate Size: 19.3% MiB @

Uncommitted Multipart Uploads Approximate Count: { uploads @

Uncommitted Multipart Uploads Approximate Size: 0 bytes (i)




Resources

Objects
Metrics

Pre-Authenticated Requests
Work Requests

Lifecycle Policy Rules
Replication Policy

Retention Rules

Uncommitted Multipart Uploads

Logs

jects

Objects
More Actions -

Name
[] country-road-netherlands jpg
[] dolomites-italy.jpg

[] thuringia-germany jpg

Last Modified

Mon, Mar 20, 2023, 00:00:09 UTC

Mon, Mar 20, 2023, 00:00:09 UTC

Mon, Mar 20, 2023, 00:00:08 UTC

Size

4.29 MiB

4.06 MIB

3.06 MIB

() search by prefix
Storage Tier
Standard
Standard

Standard



How to secure?’

1. Create a group
2. Create a policy for bucket
3. Create a user

4. Link user to group

f2lemis

5. Create access tokens




[dentity

= ORACLE Cloud groups

|dentity Groups
Users Create or manage federated groups instead?
Groups This tenancy has a federation with one or more identity providers (IdP). This page creates local groups and manages t

appropriate IdP Details page.

Dynamic Groups

Metwork Sources Create Group Delete

Fraie= Name Description
Compartments
Administrators Administrators
Federation
0 selected

Authentication Settings

Tag filters

o
=1
0
[
fus}
=

mo fag filters appiied




& Step 1. create group

Create Group Help

@ This page creates a local group only. To create and manage federated groups, go to the Federation page to find the appropriate |dentity Provider Details page.

Name

access-bucket1-group

Mo spaces. Only letters, numerals, hyphens, perieds, or underscores.
Description

Group to manage objects in bucket1

2z Show advanced options




B Step 2: create policy

Identity Policies in robinverstrepen (root) Compartment

Users peete
QDS Name Description
Dynamic Groups

PSW-root-policy. PSM managed compartment root policy
Network Sources

Tenant Admin Policy Tenant Admin Policy
Policies

0 selected

Compartments
Federation

Authentication Settings

List scope
Compartment

robinverstrepen (root) :
Tag filters add | clear

no tag filters applied




B Step 2: create policy

Create Policy

Name

bucket1-policy

Mo spaces. Only letiers, numerals, hyphens, periods, or underscores.
Description

Policy to use bucket1

Compartment

robinverstrepen (root)

Policy Builder  snow manual editor ()

Allow group access-bucket1-group to manage gbjects in tenancy where target. bucket.name="bucket1’

Example: Allow group [group name] to [verb] [resource-type] in compariment [compartment name] where [condifion]

25 Show advanced options

Cancel Create Anather Policy




B Step 2: create policy (syntax)

Allow group [group_name] to [verb] [resource-type] in
compartment [compartment_name| where [condition]

Allow group access-bucketl-group to manage objects in tenancy where
target.bucket. name="bucketl

Allow group access-bucketl-group to manage objects in tenancy where
all { target.bucket name="bucketl’
, any { request.permission="OBJECT_INSPECT"
, request.permission=OBJECT_CREATE’
}
}

https://docs.oracle.com/en-
us/iaas/Content/Security/Reference/objectstorage security htm#iam-policies



https://docs.oracle.com/en-us/iaas/Content/Security/Reference/objectstorage_security.htm#iam-policies
https://docs.oracle.com/en-us/iaas/Content/Security/Reference/objectstorage_security.htm#iam-policies

B Step 2: create policy (verbs)

APls Fully
Verbs Permissions Covered APIs Partially Covered
inspect OBIECT_INSPECT Headobject none
Listobjects
ListMultipartup
loadrarts
read INSPECT + INSPECT + none
OBIECT_READ Getobject
use READ + READ + READ +
OBIECT OVERWRITE rReencryptobjec Putobject (USE allows putocbject to overwrite existing objects,
i but creating a new object also requires OBJECT_CREATE)

CreateMultipartUpload . UploadPart ., CommitmMultipartuplead
(these operations also need manage objects )

https://docs.oracle.com/en-us/iaas/Content/ldentity/Reference/objectstoragepolicyreference.htm



https://docs.oracle.com/en-us/iaas/Content/Identity/Reference/objectstoragepolicyreference.htm

tep 2: create policy (verbs

manage

UsSE +

OBIECT_CREATE

OBIECT_DELETE

OBJIECT_VERSION_DELETE

OBJIECT_RESTORE

OBIECT_UPDATE_TIER

LUSE +

Createobject

Renamedbject

Restoredbject

Deletedbject

Deleteobjectver

sion

Updateobjectsto
rageTier

Createsultipart
Upload

UploadPart

CommitMultipart

Upload

AbortMultipartu
pload

PutobjectLifecyclePolicy [ﬂE{bHEEdE manage Dbjects}

CreatereplicationPolicy , DeleteReplicationPolicy ,
MakeBucketWritable (these operations also need manage
buckets )




& Step 3: create user

Create |IAM User

Select User Type

Oracle Identity Cloud Services (IDCS - Recommended) IAM User
These users authenticate through single sign-on and can be granted access to all services included in your ac- These users can access Oracle Cloud Infrastructure services, but not all Cloud Platform services. Create 1AM
count. Create IDCS users for day-to-day interaction with services. users for less typical user scenarios, such as emergency administrator access.

Learn more about federated user management Learm more

(_D This page creates a local user only. To create and manage federated users, go to the Federation page to find the appropriate Identity Provider Details page.

Name

bucket1-api
Mo spaces. Only letiers, numerals, hyphens, periods, underscores, +, and {&@.
Description

User to access bucket1 through api

Email Opfional Confirm Email

Zc Show advanced options




@ Step 4: link user to group

Identity » Users» User Details

bucket1-api
User to access bucket1 through api

Edit User [ Create/Reset Password ‘ Enable Multi-Factor Authentication Edit User Capabilities ‘ More actions «

User Information Tags
ACTIVE OCID: ._jgx22q Show Copy. Fo
Resources Groups
Groups Add User to Group Remove
o aats Group Name ~ | Status Description
Auth Tokens
access-bucket1-group ® Active Group to manage objects in buckett
Customer Secret Keys
0 selected

Database Passwords

OAuth 2.0 Client Credentials

SMTP Credentials




= Step 5 create auth token

Resources Auth Tokens
AELSEYS Description
Auth Tokens
Object Storage

Customer Secret Keys
Database Passwords
OAuth 2.0 Client Credentials

SMTP Credentials

Generate Token

Created

Sun, Mar 12, 2023, 23:42:23 UTC

Help

@) Generated Token

Copy this token for your records. It will not be shown again.

==5x% Show Copy

Close




How can we use 1t?




DBMS_CLOUD

» Oracle's own package

Autonomous Database => already installed

 On-prem database => MOS ID 27483621

« Schema C##CLOUDSSERVICE
« Role CLOUD_USER

« SSL wallet

« ACL

Works for Object storage, S3 and Blob storage




Configuring DBMS_CLOUD

DEMS CLOUD.CEEATE CREDENTIAL ( DBMS_CLOUD.CREATE_CREDENTIAL(
credential name IN VARCHARZ, credential name => 'BUCKET1®
username IN VARCHRRZ, , username => 'bucketl-api’
password IN VARCHARZ DEFAULT NULL) ;s , password => "1¥YC

);

=
. ]

DBEMS CLOUD.CREATE CREDENTIAL (
credential name IN VARCHARZ,
user ocid IN VARCHARZ,
tenancy ocid IN VARCHARRZ,
private key IN VARCHRRZ,
fingerprint IN VARCHRRZ) ;

e all credentials;

it OWNER |{} CREDENTIAL_MNAME |4} USERNAME |{ WINDOWS_DOMAIN |{ COMMENTS it ENABLED
1 VERSTR1 BUCEET1 kbucketl-api (null) {"comments™:"Created via DBMS CLOUD.create_credential™] TRUE




List objects

-
dbms_cloud.list_objects(
credential_name => 'BUCKET1'
, location_uri => 'https://

orage.eu-frankfurt-1.oraclecloud.com/n/frzmitfqbzpl/b/bucketl/o/

https://objectstorage {region}.oraclecloud.com/n/{namespace}/b/{bucket}/o/

i} OBJECT_NAME L BYTES |{} CHECKSUM {} CREATED |{} LAST_MODIFIED
1 country-road-netherlands. jpg 4499729 31d26a%bp9d33a45283802303cf9a5£02 (null) 20/03/72023 00:00:09.347 GMT
2 dolomites-italy.ipg 4256995 c£d802del058273a932d797217260026 (null)  20/03/2023 00:00:09.444 GMT
3 thuringia-germany.Jpg 3209463 0c87£5944e213d0d2d716al21ebadd09 (null)  20/03/2023 00:00:08.422 GMT




GET object

DEMS CLOUD.GET OBJECT (

EETUEN BLOB;

1_file

1 file := DBMS_CLOUD.GET OBIJECT(
credential name => 'BUCKETL1®
, object_uri => 'https:/,

IN
IN
IN
IN
IN

VARCHAR? DEFAULT NULIL,
VARCHARZ,

NUMBER DEFAULT 0O,
NUMBER DEFAULT 0O,
VARCHARZ? DEFAULT NULL)

nkfurt-1.oraclet

ountry-road-netherlands.jpg'




PU T object

DEMS CLOUD.PUT CBJEC (

credential nams IN VARCHARZ,

cbject uri IN VARCHARZ,

contents IN BLOBE,

file name IN VARCHARZ);

blob_content

1 file

images

filename = 'country-road-netherlands.jpg'

DBMS_CLOUD.PUT_OBJECT(
credential_name => 'BUCKET1'

, object_uri => 'https://objectstorage.eu-frankfurt-1.oraclecloud.com/n/frzmitfgbzpl/b/bucketl/o/country-road-belgium.jpg"
, contents => 1 file




DELETE object

DEMS CLOUD.DELETE OBJECT

credential name IN VARCHARZ,
cbject uri IN VARCHARZ) ;

DBMS_CLOUD.DELETE_OBJECT(
credential _name => 'BUCKET1'

, object_uri => 'https://objectstorag loud.com/n/frzmitfqbzpl/b/bucketl/o/country-road-belgium.jpg’
)s

3




Demo




Other clouds




reacie dWS I\ Azure

CLOUD
Object Storage S3 Blob storage

Tiers - Standard - Standard - Hot

- Infrequent access - Standard - Infrequent access - Cool

- Archive - One zone - Infrequent access - Archive

- Archive (Glacier)

Auto-tiering v v
Encryption v v v
Versioning v v v
Custom metadata v v v
Replication v v v
Lifecycle rules v v v
Price /100 GB * €2,42 € 2,57 €2,64

* 150.000 requests included, no data transfer




Conclusion
It depends

» Share the same concept / architecture

Object Storage has all necessary features and 1s easy to

ORACLE understand but configuration requires knowledge

CLOUD

aWS 53 1s the oldest and most feature-rich platform

N\ 2) and 1s very easy to configure

/ s AZU re Blob storage is the most difficult to configure/understand




/

in linkedin.com/in/robinverstrepen
W twittercom/RobinVerstrepen

@ RobinVerstrepen@iadvise.eu



I'hank you!

in linkedin.com/in/robinverstrepen
W twittercom/RobinVerstrepen

@ RobinVerstrepen@iadvise.eu
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