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Secure Access Made Easy!



Authentication
Who are you?

401 Unauthorized

Authorization
What you can do?

403 Forbidden

Authentication vs. Authorization.



Authentication.

7

No Authentication (only for a public app ok, but be aware of DDoS)

Open Door Credentials (only allowed in a dev/test environment)

Custom (why reinvent the wheel and store passwords yourself?)

LDAP-Directory (insecure)

Database Accounts (only for legacy reasons)

Oracle APEX Accounts (if no external Identity Provider is available)

HTTP Header Variable (delegates authentication to external IdP)

Social Sign-In (delegates authentication to external IdP)



Social Sign-In!







Developers
• Delegating a critical task like security to 

an expert in authentication is a smart 
move

• It removes the need to support or code 
a user management system within the 
APEX application

• This relieves the APEX developer from 
managing users and worrying about the 
security risks

• Not to mention the challenge of 
implementing Two-Factor 
Authentication and so on...

Users
• It improves User Experience by 

integrating with a suitable IdP, like using 
Oracle IAM for authentication in 
enterprises, allowing APEX login with 
the same credentials

• For public APEX apps, using IdPs like 
Google or Facebook simplifies user 
signup, avoiding the need for new 
account details

Source of truth for identities
Single Sign-On provides a single point of authentication



Why Oracle IAM?



• Oracle Identity & Access Management is a cloud-based platform

• It's free in OCI, making it a great starting point for learning

• You can manage both - cloud and on-premise - with Oracle IAM

• We work with Oracle every day... so why not dive into Oracle IAM too?

• Oracle APEX integrates easily with Oracle IAM, requiring no to minimal 

coding and can be done in about 30 minutes

Why Oracle IAM?



Users
2000

Groups
250 5 

Sign-In Policies

2 

non Oracle Apps
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external IdPs
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Always free Resources.



Let´s dive deeper
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Implementing Social Sign-In 
in APEX.



OCI Configuration for Social Sign-In.



APEX Configuration for Social Sign-In.



Social Sign-In!



Manage User rights in APEX using 
Oracle IAM Groups!



Manage User rights in APEX using Oracle IAM Groups!



Manage User rights in APEX using Oracle IAM Groups!

Controlling Access to…
• Applications

• Pages

• Page Components





Multi-Factor Authentication!



By adding an extra barrier and layer of security, MFA can stop 
more than 99.9 percent of attempts to hack into accounts!



• Security Questions: Users verify their identity by answering a set number of questions after entering their 
username and password.

• Email: OCI sends a one-time passcode to the user's primary email for second verification.

• Duo Security: Enable Duo Security for MFA, allowing users to authenticate via the Duo App or other factors.

• Fast ID Online (FIDO): Configure FIDO authentication for users to utilize external devices like YubiKey or internal 
devices like Windows Hello or Mac Touch ID for identity domain authentication.

• Mobile App Passcode: Use an authenticator app like Oracle Mobile Authenticator or Google Authenticator for 
generating OTPs.

• Mobile App Notification: Send a push notification with an approval request for login attempts. After entering 
credentials, a request is sent to the user's phone app, and they tap Allow to authenticate.

• Text Message (SMS) or Phone Call: Users receive a passcode via text or call for use as a second verification 
method after entering their username and password.

Authentication Factors!



Multi-Factor Authentication (MFA) in OCI.

Enabling Multi-Factor Authentication Creating a Sign-On Policy to activate MFA



Multi-Factor Authentication!





Passwordless Authentication!



Passwordless Authentication!



Passwordless Authentication!



Setting up Username only Sign-In!



Setting up the Identity Provider Policy!



Passwordless Authentication!





Conclusion!



High Security

Low Security

Inconvenient Convenient

Password + 2 Factor Passwordless

Password



RIP passwords - the future is passwordless!



Single Sign-On between OCI and Microsoft Azure!



By setting up a federation between Azure AD and 
OCI IAM, you allow users to access services and 

applications in OCI using their Azure AD Credentials.



Single Sign-On between OCI and Microsoft Azure!



Single Sign-On between OCI and Microsoft Azure!

To make this work, the user you're 
using for Single Sign-On needs to be in 

both OCI IAM and Azure AD!

From now on, both identity access 
managers can be used. In this case 

OCI and Azure.



Wrap-up
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Super easy to set up

Makes things smoother for users (like with Single Sign-On)

Boosts security (think MFA)

Helps everyone get more done

Opens the door to sign in without a password

Top five.



Blog.
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