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MIGRATING
8 TB SENSITIVE DATA 
TO OCI WITH MINIMAL DOWNTIME

Because we are managing sensitive data, 
several extra constraints and rules pop 
up when thinking about the strategy. 

Some facts we started with:
•  Migration downtime must be as short as 

possible because the data is accessed 24x7.
•  Environment must be high available.
•  Due to the nature of the data, it is highly 

desirable to use OCI in Amsterdam as home 
region.

•  Frankfurt will be used as DR-region.
•  Production database is about 8 TB in size.
•  Usage has specific peak times that must be 

accommodated.
•  Current DB-version is 12.2. Migrate to OCI 

first, upgrade afterwards.
•  Ability to revert to on-premise situation after 

7 days without the loss of production data.
•  Move from single-tenant to a multi-tenant 

database.

MOVING TO ORACLE CLOUD

After a first inventory we decided that first focus 
is on moving the databases to Oracle Cloud, to 
overcome issues with expiring Oracle licenses. 
After that, the migration of application server, 
file storage and external access will be migrated 
towards OCI.
For the production environment it is decided to 
setup two database-systems in AMS using Data 
Guard to be able to switch between nodes in 
case of patching, upgrades etc. As an extra safety 
measure the backups are copied automatically 
to Frankfurt. In the final setup there should be a 
complete (cold) standby environment available 
in the OCI region in Frankfurt.
Connectivity between the current on-
premise datacenter and both OCI regions is 
accommodated using site-to-site VPN, while a 
Fast Connect is setup between OCI and Azure in 
Amsterdam. The connection between the 2 OCI 
regions is set up using the Oracle infrastructure.
To perform the migration, we decided to use 
Goldengate as the best fit for purpose. Since we 

should be able to switch back after several days, 
Goldengate is configured to do a bi-directional 
replication. Goldengate is perfectly capable of 
doing this, but is the application also? 
Around two months before the planned 
migration date, Oracle suddenly decided to end 
the option to deploy an Oracle 12.2 database in 
OCI. Of course, it was announced that it was 
going to happen within a given timeframe, but 
never communicated exactly when. Apparently 
there where a lot of complaints worldwide. 
So, after a week it was available again, and an 
exact date was communicated when it would 
end finally. Since the migration was getting 
postponed for several reasons, an extra extension 
of this date could be arranged via the Oracle 
Account manager.
After the migration, the goal was to upgrade 
the databases to the latest 19 patch set. While 
executing extensive tests on the application, 
suddenly, we were no longer able to spin up an 
Oracle 19 database on an E4 database system, 
but had to move to the new hardware version E5. 
After some back and forth it turned out that Or-
acle 12.2 databases can only be deployed on E4, 
and from 19.x onwards it can only be deployed 
on E5. n
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In the beginning of 2023 Amis was requested to assist in migrating the application and 
databases containing sensitive data from an on-premises situation towards OCI. In this 
article some highlights, our approach and lessons learned. On the EMEA Community Tour 
we will give a more in-depth presentation of the entire process.
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HYBRIDE EN/OF MULTI-CLOUD: 
DE STRIJD OM DE SLIMSTE 
CLOUDSTRATEGIE

IIn de periode dat cloud computing in opkomst was, werd plotseling de term Hybride 
Cloud geïntroduceerd. Nu lezen en horen we overal de term Multi-Cloud. Je kunt je 
afvragen of dit oude wijn in nieuwe zakken is of twee complementaire begrippen. 

Hoewel dit voor velen als technisch jargon klinkt, is deze keuze cruciaal voor elke 
organisatie die mee wil in de digitale transformatie. Laten we eens kijken naar de keuze 
voor de slimste cloudstrategie en wat dit voor Oracle-klanten betekent.
Een hybride cloud combineert de voordelen van een private cloud (zoals een datacenter op 
locatie of een private cloudomgeving) met die van een publieke cloud, zoals Oracle Cloud 
Infrastructure (OCI). Dit geeft organisaties flexibiliteit: gevoelige data of cruciale applica-
ties blijven veilig in een private omgeving, terwijl je de kracht van de public cloud gebruikt 
voor bijvoorbeeld extra rekenkracht (‘Cloud bursting’), ontwikkel- en testomgevingen of 
minder gevoelige applicaties.

Hybride Cloud maakt het mogelijk om bestaande investeringen te behouden, terwijl je 
profiteert van de schaalbaarheid en innovaties van de cloud. Met de hybride cloudoptie 
van Oracle kun je bijvoorbeeld je on-premise databases integreren met OCI, waardoor je 
snel kunt schakelen tussen lokale en cloudomgevingen zonder concessies te doen aan 
prestaties of beveiliging.

Bij een multi-cloudstrategie kies je voor meerdere public cloudproviders, zoals Oracle 
Cloud, AWS, Microsoft Azure, of Google Cloud. In plaats van vast te zitten aan één leve-
rancier, profiteer je van de sterke punten van elke provider of specifieke kennis binnen de 
organisatie. 
Maar waarom zou je voor multi-cloud kiezen als je al met Oracle werkt? Het antwoord ligt 
in diversiteit en maatwerk. Oracle-klanten kunnen bijvoorbeeld de krachtige Oracle Da-
tabase in OCI gebruiken, terwijl ze tegelijkertijd specifieke andere mogelijkheden van een 
andere provider benutten. Mede door de beschikbaarheid van Oracle Database@Azure en 
Oracle Database@Google Cloud plus de aankondiging van de beschikbaarheid van Oracle 
Database@AWS eind 2024, kunnen Oracle gebruikers gebruik blijven maken van de krach-
tige mogelijkheden die Oracle biedt op alle populaire publieke cloud platformen.

De keuze tussen hybride en multi-cloud hangt af van je bedrijfsbehoeften en strategie. 
Voor bedrijven die al sterk investeren in Oracle-technologieën kan een hybride cloud aan-
trekkelijk zijn. Met de hybride cloud kun je gemakkelijk migreren naar de cloud zonder je 
bestaande infrastructuur op te geven.

Aan de andere kant, als je streeft naar maximale flexibiliteit en gebruik wilt maken van 
meerdere cloudplatforms, biedt de multi-cloudstrategie interessante voordelen. Je kunt 
profiteren van de beste oplossingen van verschillende leveranciers, zoals de databases 
van Oracle gecombineerd met specifieke voordelen geboden door bijvoorbeeld Google.
Maar eigenlijk is het helemaal geen of-of! Ik zou zelfs willen pleiten voor een Hybride-
Multi-cloud: bepaalde gegevens en applicaties zullen voor sommige (grote) bedrijven 
altijd of nog zeer lang on-premise blijven, terwijl een groot deel naar een of meerdere 
publieke cloud-leveranciers verhuisd zullen worden. Met Oracle als partner heb je toegang 
tot technologieën die je helpen om je strategie tot een succes te maken. Dus, wat wordt 
het? Hybride-Multi-cloud? Of een simpelere variant? Wat de keuze ook is, de toekomst 
wacht in de cloud! n
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TY PES OF DOMAINS

Domains in the database come in various flavors:
•  Single-Column Domains: The most 

common use case. A domain applies all its 
properties to a single column.

•  Multi-Column Domains: Domains can 
simultaneously define rules for multiple 
columns. For example, an address consists of 
a street, house number, postal code, and city. 
These can be combined into a domain. The 
domain’s check constraints can include all 
columns in their validations.

•  Flexible Domains: Based on the value of a 
column, the appropriate domain is selected 
for one or more columns for each row. For 
example, the matching domain for an ad-
dress can be applied based on the country.

•  Enumeration Domains: A particular case 
of single-column domains. Enumeration do-
mains define value lists and assign a nume-
rical value to each entry. The value lists can 
be used directly in SQL queries, specifically 
within SQL statements’ from clause.

DO MAIN FUNCTIONS

Along with domains, four new SQL functions 
have been introduced to simplify working with 
domains:

•  domain_display uses the display function 
defined in the domain to format the value 
for output. If no display function is defined, 
NULL is returned.

•  domain_sort uses the sorting function 
defined in the domain to generate a value 
for sorting.

•  domain_check checks whether a value 
meets the data type and the domain’s con-
straints.

•  domain_check_type is similar to do-
main_check but only verifies that a value has 
the correct data type for a domain. Check 
constraints are not evaluated.

PR EDEFINED DOMAINS

Oracle 23ai includes more than a hundred 
predefined domains available for immediate 
use. These domains already contain constraints, 
default values, and functions for display and sor-
ting. Examples include domains like email_d 
and uri_d, which only allow valid emails or 
URIs.

U SE CASES FOR ANNOTATIONS

Keys and their values are free text. Keys can 
be up to 1024 characters, and values can hold 
up to 4000 characters. The creation of specific 
annotations cannot be enforced. Annotations do 
not directly impact the database, but they can be 
easily queried and used in applications.
The figure example assigns the annotations 
SurrogateKey, UUID, and PK to the 
columns emp_id and task_id. All three anno-
tations consist solely of a key without any values, 
and their meaning is clear without further 
explanation.
The annotation UI_Display could be used in 
an application to mark assigned columns as hi-
dden in a form or to display dates in a particular 
format. The implementation is entirely up to the 
application developers.
For instance, ETL processes or data integrati-
on tools can access annotations to determine 
how data should be processed or automate data 
validation.
As sensitive data becomes increasingly regulated, 
annotations help better manage compliance and 
security requirements at the database level. For 
example, information about GDPR compliance 
could be stored directly in the metadata.
With the advent of AI and data science in 
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 ANNOTATIONS

Historically, the only way to store additional 
information about tables and their columns in 
the database was through comments. Comments 
are standalone objects created separately; only 
one comment per table and one per column is 
allowed.
Oracle 23ai introduces a new method for storing 
metadata about objects in the database: Annota-
tions. Classified as a ‘Common SQL DDL Clause,’ 
the Annotations clause has now become part of 
many create and alter commands.
Annotations attach metadata as key-value pairs 
to database objects, simplifying the documenta-
tion of data usage. You can attach any number of 
key-value pairs to each object.

 ANNOTATION SYNTAX

Annotations can be specified while creating an 
object or later added using an alter statement.
When creating or modifying annotations, you 
can optionally use the operators add drop and 
replace along with the modifier if [not] 
exists, making adding or removing annotati-
ons through scripts easier.
Unlike comments, annotations are not limited 
to tables, views, and columns. They can also be 
attached to other object types, such as indexes.

Domains and Annotations: 
A game-changer in Data Modeling

DOOR ROBBIE MARZ

For a long time, data modeling within databases remained relatively 
unchanged. Oracle 23ai introduces two new features that simplify 
and enhance data modeling: Domains and Annotations. Domains 
allow the defi nition of custom data types and constraints across 
multiple columns, while Annotations introduce a new SQL statement 
class called the Data Intention Language (DIL).

databases, storing metadata about the data is 
becoming increasingly important. Large Lan-
guage Models (LLMs) can leverage annotations 
to enhance data understanding and processing.
Annotations are practical and can be automati-
cally attached to columns using domains.

D OMAINS

Domains are user-defined data types that can 
include constraints and default values. They 
can be used instead of simple data types in table 
column definitions, making data modeling more 
consistent.
In the Oracle world, domains were previous-
ly only known from data modeling tools like 
Oracle Data Modeler. Using domains ensures 
that similar fields share the same data type and 
constraints across all tables. If a change occurs, 
only the domain needs to be modified, and all 
columns using that domain will automatically be 
updated.
With Oracle 23ai, domains can be defined and 
used directly within the database. The functi-
onality of database domains goes far beyond 
their implementation in data modeling tools. 
Domains can span multiple columns and include 
constraints and default values, functions for 
display and sorting, and annotations.

D OMAIN SYNTAX

Domains keep create table statements concise 
and easy to read. Domains can be modified later 
to add new constraints or adjust the data type.

Example of 
syntax for 
annotations

Example of syn-
tax for domainsa
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•  Business Rules: Certain business rules, such 
as allowable discount rates or stock levels, 
can be mapped in domains and centrally 
managed.

•  Security Requirements: Domains can help 
manage fields that store sensitive informa-
tion, such as credit card numbers, which re-
quire extraordinary validation or encryption.

•  JSON Schemas: Checks against JSON 
schemas defined in domains can be applied 
to multiple columns and, through flexible 
domains, dynamically applied based on the 
content of other columns.

CO NCLUSION

Domains and Annotations optimize and make 
data modeling in Oracle 23ai more flexible. They 
enhance the standardization and reusability of 
data types and validation rules, simplify data 
maintenance and documentation, and facilitate 
data integration into AI applications and data 
science workflows.
To learn more about Domains and Annotations, 
attend my presentation at the Oracle EMEA 
Community Tour. n
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O   We 4 september een geslaagde APEX en AI Meet-up gehad hebben?

O   Wij Boyd en Dick heel graag willen bedanken voor de informatieve avond

O   En dat de presentaties daarvan op onze website onder Documenten te vinden 

zijn

O   De EMEA Community Tour dit jaar voor de 2e keer op rij Nederland aandoet?

O   En wel op 16 oktober in Amersfoort

O   Er nog tickets voor de EMEA Community Tour beschikbaar zijn.

O   We elk jaar in september al opstarten met de organisatie van APEX World?

O   APEX World 2025 de 15e editie wordt!

O   Deze zal worden gehouden op 20 en 21 maart 2025 en op een nieuwe locatie

O   De Call for Papers hiervoor binnenkort opengaat

O   nlOUG Partner The DOC dit jaar 25 jaar bestaat?

O   nlOUG ze hiermee van harte feliciteert

O   We nieuwe talenten hebben ontdekt bij Pieter?

O   Hij heel goed is in het in elkaar zetten van banners?

O   De volgende nlOUG Visie op 19 december verschijnt

WIST JE 
DAT...

SAVE THE DATE 
APEX World 2025
15th edition 
6 Months to go! 
See you March 20 & 21, 2025

There are also domains for currencies, lengths, 
weights, units of measurement, credit card num-
bers, and more.

AD VANTAGES OF DOMAINS

Using domains in the database offers several ad-
vantages, particularly in terms of data standardi-
zation and simplifying maintenance:

•  Consistency: Domains standardize recur-
ring data types, ensuring that fields such as 
email addresses or phone numbers consis-
tently have the same data types and validati-
on rules.

•  Central Management: Changes are made 
centrally by defining validation rules and do-
main data types. For example, if the validati-
on rule for email addresses needs changing, 
it only needs to be done once in the domain 
definition.

•  Reusability: Instead of defining data types 
and rules for each new table or column, de-
velopers can reuse predefined domains. This 
reduces development effort and minimizes 
potential errors.

LI MITATIONS AND CONSIDERATIONS

While domains are helpful in many cases, there 
are some points to consider:

•  Domain Evolution: The alter domain sta-
tement modifies only the order and display 
functions and the annotations. Neither data 
types nor check constraints can be changed. 
This requires dropping and recreating the 
domain, after which it must be reassigned to 
all table columns. If new check constraints 
or data types are incompatible with existing 
data, migrations will need to be developed. 

•  Limitations in Validation: The validation 
rules defined in a domain are based on SQL 
expressions and can only perform checks 
within the same row. More complex validati-
on logic will require additional methods.

US E CASES

Database domains are beneficial when high 
standardization and reusability of data types and 
validation rules are needed. Typical use cases 
include:

•  Data Validation: Domains can ensure that 
fields like phone numbers, email addresses, 
or postal codes are stored in a consistent 
format.  


